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1. 1T SOPs

1.1 - How to use this Document ZR{AJ {5 F 28 3244

There are 4 main menus categorized.

ARSI 7 UK

IT Operations - - the documents indicates the Standard Operating procedures and Best practices in IT
Operations. This document is focused on how the IT Department will manage the IT environment in an
Operations point of view.

A F A HITIEAEJ7 T AR AR AR 5 A A S o B ACE TR IR 1) A e DB AR 1) B R BRI T 5
IT Maintenance - this document is focused on how IT Department will manage and maintain the IT
Department office, IT Server Room and how to operate and record essential IT things.

AT SR T ITE ey BRI TN A B LIRSS AL DS A e B R 20 S b BERIT LA

IT Security & Audit - the documents indicates the Standard Operating procedures and Best practices in
IT Security and Audit. This document is focused on how the IT Department will manage the IT
environment in a Security and Audit point of view.

A B AR T2 48 5 W U7 T AR SR VR R i A B e S i o B RUFE TR I T T o ff M2 4 T/ U A A 2
SR FRITIRES .

IT Standards - you will see standards currently being used in hotel.

ASEE AR R A B ThR A

1.2 - Introduction 4143

1 POLICY
To serve as guidelines in order to improve the day to day operations in the Hotel IT Department.

PRSI T T 0 ST st

2 PURPOSES
To maintain a healthy system environment and to ensure the hotel IT Department conforms to the
IT Audit Standards.

YEAP — MR R GRS I HLORUEI RS TR T IAF A0 4R T o hm v

3 RESPONSIBILITIES
The hotel IT Manager has the full responsibilities in ensuring the hotel IT Department Best

Practices and is being documented, implemented and exercised.

S ITZ B ZBUR T T T B SR B A0 3. S ATEBR 5 6253

The hotel’s IT Department is responsible for complying with the hotel IT Department Best

Practices.

PRI TSR SO AITHAR ] R B AR S B
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The hotel IT Manager has the full responsibilities in following and tailor fitting the Hotel IT Policies
and Procedures based on the hotel operations. It is his own responsibility in enforcing the P&Ps to
the departments concerned.

G 1T 230 2505 T MRS A G 7R s VR Bl B 1T BORFIRRT . T BURARR P 3T B4
KBTI NT BRI T

2. IT Operations

2.1 - Computer Room Access

Description:

There are 2 different kinds of access, one general policy, one request Form for unescorted access
and general information.
B2 ARV TR, —RaT7E, IR F SRR A Bk
1) Unescorted Access to server rooms / IT Equipment
AN & INZ R e
2) Escorted Access to server rooms / IT Equipment
B [RLE N R S5 A8 L5/ 1T W%
3) General Policy
STTE
4) Unescorted Access Form
To N A i

OBJECTIVE H E]

To control access to IT computer equipment systems facilities.

P 1T LN B RSV I

STATEMENT OF POLICY:

This policy addresses who needs escorted and who can have unescorted access to the server

rooms / it equipment.

BRI 7 WERERE, HEA LR AR [R R 3#E RS AL /1T %

Scope and applicability: this policy pertains to all staff members of the hotel or office.
YO PR A P IX I SR M B S s A = A TAE N R

poLIcY 5K -

1) unescorted access to the network server room will only be granted to members of it
department of the local hotel or office that require routine physical access to equipment in
the computer (server) room in order to perform their primary job functions and who are on
the access list.

Members of regional and or corporate IT department of hotel management have also
unescorted access.
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The access list for authorized, unescorted persons will be posted on all it equipment
facilities. exceptions can be made, when warranted, but only by the local general manager.
ToN B [F) 35N 30 0 25 ik 254 200 R4 T 25 24 H0 I 5 10 o 56 T BRAE 3R U R A A TR
SRR (RS54 AT YIBEDT 1R L& ARRAT AA 1A 5 22 TARHRRE,  WER U7 1] 24 1 g 399 )5 B
T3 o8 2 B R G132 B 2 IR 55 2% 200 R T U il A3 b o L IX R 03 B LRSI ) Al i
WA T NSRBI

WA N [F] 007 1) 44 SR R MGFE BT 1 e et b pldterlE s, wTLCAHI4, B
B2 R Z AR AL

2) All others will require an escorted access.
The individual providing escort must remain in the server room until the individual
requiring escort is finished.
Former employees of the hotel or office are not permitted access to the server room
whether with or without an escort.
FoAth N\ 53 5B R D 1
FIEN GBI — HRAE R ST as L5 B R AMAZE R 76 L
TP B0 20 2 B AT RO A SR VFDT IR RSS2 bl . AN e Bk A RS R

3) In general the server room door must remain closed and locked at all times. only those
individuals with unescorted access rights will be authorized a key and/or combination to
the door.

All requests for unescorted access rights must be made in writing, using the network server
room unescorted access request form, to the local it manager or the general manager
where not local it manager is in charge.
The technical director (td) is responsible for ensuring adherence to this policy.
— RIS, RS54 = 1 TR RFEAT AT ARG A 9 B8, RAIEI A L A Rs (R
Y7 AR B A N IR A PR /BT T 2 5 o
P TN R T 2K, LB HTE SR, MRS AR, A h i m &
AT,

FOR G (T0) AT PRl S X —BUR

4) Unescorted access form request for it rooms / equipment

e NFE T 1T AL55 /et R &
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REQUEST HiiF

NAME OF INDIVIDUAL REQUIRING

UNESCORTED ACCESS

BERTE N B RIS i AR L4

Company A &]

Reason for Access

Vi HE

Date of requested Access

Bk H

Requester Name and Title

HIEE 4 FATRAR

Request Date

REEH

Requester Signature

RIEALEHR

Decision R 5E

Access Granted (Yes/No)
KTV G/

Access Denied (Yes/No)
ViR G/

Reason for Denial

TR 1 )i A

Requester Name and Title

CREPNEZE il

Requester Signature
LI PN

Date of Signature
7 A
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2.2 - IT Routines Lists

Description:

This list is the daily check routine which should be implemented by IT Department
AT T AR BT R &

OBIJECTIVE:
Make sure every system is at good state

B ORI E RGUIRES IEH

STATEMENT OF POLICY:

1. Update Training Info of the day on the intranet 5 #T PN ¢ % Y 45 H

2. Check Air-condition in servers room. Temperature shouldn’t be over 24 degrees.
B ARS A =W, IR EEANNE 24 .

3. Check UPSs loads and batteries indicator. 16 2x A~ HH KT FE I 14 7 fmf A1 FE B ) 48 7~ 25

4. Insure the automatic backup of Micros-Fidelio Opera completed successfully.
ik MICROS-Fidelio Opera 1 H 211547 B2l 56 ik

5. Insure the automatic backup of Accounting System completed successfully.
Wt RGN E B &0 IR 58 i

6. Insure the automatic backup of Materials Control completed successfully.
ffif& Materials Control I H 21 £ B D) 52 B

7. Insure Infrasys backup completed successfully.
fER Infrasys A2 403 BT 7€ A

8. Check Internet Connection minimum 3 times: 08:30 AM, 12:00 PM and 04:00 PM
20K A 3 WCEHIBEMIESZ: 08:30 AM, 12:00 PM and 04:00 PM

9. Monitor In-house TV channels: 1- Info, 2- Movie, 32- Classical Music and 33- Jazz Music.
R N RALIIE: 1- 5, 2- W5, 32- HHIERM33- BEER.

10. Check House Music in Lobby, Restaurant and Telephone hold
KB RT, T ARSI

11. Check Front Desk LCD Info Screen minimum 2 times: 08:45 AM and 03:00 PM
KAER & ep B R w2 2 I L4 8 I 45 701N 03:00

12. Check Shop LCD Screen.
o T i VA

13. Insure IT office telephone line and pager are working.
BER 1T J A ZE IR AL T AR IR

14. Test FO Cashier Printer

R {6 R ATENHL

15. Insure all PCs are working
R T FRLI A I8

16. Review the log of using the IT office key which kept in the safe box behind telephone
operator.
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PG AL S5 5 e T ORI AS A T h A TR H

17. Check the available space of the users’ data storage in (\\partition-name\data\) server.
1E O\Fr X 2N\EHE) 554 k2 ml i A P S0 176 2 )

18. Swab PBX interface to insure guest name appears in the screen of telephone operator,
room service.
T B F 2 A ML ST DA RIS 44 - R IRAE TG 95 54, % s IR 9% F0 e s b

19. Archive minimum 1 user’s mail box.
FDAFRE A RS -

20. Support users with digital camera photos processing only from 04:00 PM to 05:00 PM
SCREF AR PR A B AR B LA SR I, RO 04:00 PM % 05:00 PM

21. Check internet access every day in different boardroom and all public area.
FERIEANRI 2 B3 ST 2 FE X e 25 TR R

22. Check the guest bus and VIP car music and insure they are following the GM instructions
in using only CD1 and CD2.
R i s 1 B2 A Bt 5 AR & R, R ORAbA T2 #al IR 4 A m I dE s, AAEH] e
Al cD2-

23. Also every Saturday in the Morning Briefing (weekly) introduce the intranet usage report.

FEEMIS TR CRERD A2 IR A L

2.3 - Data and Systems Backup strategy

Description:

Information Security (see fig. 1) consists of three parts.

sREMzEN (SRE 1D H=Hr 4.

S
x>
<
g
O
Q

data security

Fig. 1: Information Security 15 B &4
While data protection is primarily geared to protecting the individual and their personal privacy
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and rights, data security is concerned with ensuring adequate confidentiality, availability and
integrity of the data concerned. Data security covers all the technical and organizational actions
that have to be taken by the owner of the database to ensure full compliance with legal, statutory
and contractual requirements.

IR DR 32 B2 10 15 NAAEA TS N B FARNBCR] ORGP, B8 22 42 5% R 2R R < 3
AR ORENE, ATHVEA SR . Bl B R T T L R U R A S T
DA DR 58 T S AR VR, VR RIUR & [ R 1

Information protection covers all the actions and activities designed to protect technical data from
misuse and unauthorized or unsupervised disclosure.
SRR T T TE AT ANE S, B AR IR B s AN AR 2 A B TG S T B

ELFE:O

Data are important business assets of hotels. They are essential to maintain our competitive edge,
profitability, legal compliance and respected organizational image.

Ht 2 AR R 1) b B o Al I R FE RO ZE 03, BAIRE T, SRR
HHENHAIIL R EE.

It is therefore important to have hotel data used exclusively for authorized business purposes as
well as to have data handled correctly and with optimum regard to security and discretion.

DRI, sl M) STV s )t 2 T I TR AL A& 8 H R DL S 2 A BEANRAL 22 4 0 R 1
s EEN .

Definition of Data Z3E 1€ X

The term “personal data” extends to all the details, documentation and information — regardless of
how they appear or how they are kept — relating to a specific (or specifiable) person. “Technical
data” are all the details, documentation and information — regardless of how they appear or how
they are kept — which do not relate to natural persons.

N NEARESE AR B P (AT, SCHFAME R - AVEEATLAT AR 2052 30 B AthA 12 tn 4 O A7
KPR E (AR ED) N “BOREIE" 18 A 4n™s, SUHEAE R - AEA LM 2 I,
AR TR AR ORAT - ARTF-HRAN .

Data Sources {4 I

We consider three major data sources:

AT =A B KA -

1. Guests (Guest registration card...)
wN CGENEILR)

2. Employees (Application Form...)
JER (HIEERK.D

3. Business, own / partners (MIS...)

Fi45, RN/ETELKEE (mis..)
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OBJECTIVE:

The key instructions in this policy are designed to protect personal and technical data during their
lifecycle within the hotel from any misuse without un-necessarily compromising our
entrepreneurial freedom, restricting the free flow of information within the group, or complicating
workflows and procedures.

X B R R 1B A BRI ik R0 P A i J S b ORGP NI K, Bl LE %
PEAEANE ST b B oL SR . PREIEEI A S B hiish, s TARREARE AR

ZIN o

STATEMENT OF POLICY:

Data Protection ¥(#E{r3"
1.Fairness and legality T~ VEAI Gk

All data must be obtained and processed fairly and lawfully. No person should be deceived or
misled about the purpose for which their data is to be processed. Personal data must not be used
or disclosed for any reason incompatible with its original purpose.

FI G B AR L TG B AT 5 8RR A B . B N RZ A 0 I sl 3 T A BRARAT T ) Bt . A
FORMANFAE AR & HAT 1 00 T 4 1 F sl 2

2. Permission B[

Personal data must be obtained only for specified and lawful purposes with permission from the
data subject for each use.

AN N BERE A BEAESRAT 0 T R VAT 5 BRRE 8 A0Sk 1 AR T IR 15458 FH AL

3. Adequacy 754

Personal data has to be adequate, relevant and not excessive in relation to the purpose for which
the data is meant to be processed.

AL FRAS NEHE () I 20 R 1, MG EANREE 2

4. Accuracy HERAPE

Data should be accurate and kept up to date within reason.
Bls Nz HERY, IF BAORRR SR .
5. Length of use 1 F 1R

Personal data should not be kept for longer than is necessary for the purpose it is intended for.
AN N B B DR AE B TR AN S T3 S22 43 48 B 1]
6. Access rights 15 B AR

Data subjects have the right to access their personal data. They also have the right to prevent
processing that is likely to cause damage or distress. Additionally, they have the right to prevent
processing for the purposes of direct marketing. Moreover, data subjects have rights in relation to
automated decision-making, including the right to have logic explained to them. Personal data
must be available to the individual concerned on request, and provision made for corrections.
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ORE S N BT AABA TN N BERE. AT A BCR DS W] REE e 4t 3 s P . BeAh,
MATERR EEESHMER, DB T, ok, TR E NG Bk, aiiaacE
R, A TRRREA RIAR] . N N ERRA AR A NI EER, IR L I,

7. Transfer outside the EU

Personal data should not be transferred to a country or territory outside the European Economic
Area unless that country or territory ensures that there is an adequate level of protection for the
rights and freedoms of data subjects in relation to the processing of personal data.

AN N BRI B A e A% B RO 22 5% X LA [ X B X, BRAR i E R B X, #ifRA 2 iK1
RS A N TR A B 250 S S BRI R E

Measures:
Notify data subjects of the purpose of the data collection. 1 A1 5TR} 5 AW AEEE (1) H 1.

0 Get explicit consent from data subjects for the data collection and in addition explicit consent
for possible marketing follow-ups (Opt-in / Opt-out policy).
WA Bt 75 19 20 8HE 43\ B0 A [R5, [R) S 04N A 4] ] BE 1R BRI 117 3078 A 19 1R
EE GIEA/IR HIEGRD .

O Back up or destroy data when no longer needed by an approved method with respect to the
applicable laws

BClE AN, SRR AT L AR RN A A BB

0 Give data subjects’ access to their personal data and make provision for possible corrections.

VR AT AT AN BOROBCR], RS RERZ 1L

Control objectives 151l H ir

v Provable consent for collection of data has been given from the data subject.

MEHE 223 NS BRSO I W R

v Data is kept up to date and not for longer than necessary.
By Or45 5EFT H I ANEE I P 75 RO 1]

v Data subjects have access to their personal data.

BORL 3 ABURIRAG A N Bk

Data Security (38 %4

Anyone providing data or a data communication network must ensure that the data involved are
sufficiently confidential, available and free of inaccuracy. In particular, the systems must be
protected against: unauthorized, accidental or unintentional destruction, loss or technical

malfunction;
PRI ) B B3 i ) 288 A B AR AT N A DA 200 B AT OR %, L3S nT RIS HERf ) . Hr
A, TR RARZARERH, BIRETCE IR, R BE AN,
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forgery, theft or illegal use {hit, %7 aAEVE L H;

unauthorized or unlawful modification, copying, access or disclosure, or other unauthorized
processing

RAEREIARE B, S, Vinaidkis, SRS AL,

The technical and organizational actions adopted must be appropriate, and must in particular
pay due and full regard to:

FARMBA LRI AT B A0E Y, B 75 RS B4 50 56 27 8 3

the purpose, type and scope of the data processing performed;

B AL B H K, ARG

currently-available technology; >4 i 7] FH i FE A ;

an assessment of the possible risks for the person(s) concerned P-4t i] 5 H EIL T XU ;

Measures i jifi:

(0}

Employees and third parties with access to the hotels sensitive or business critical data sign a
commitment to confidentiality letter / non-disclosure agreement.

7 1) EES AN T P PG s e S B . 55 B0 ) 7 TR B =077 A 28 DR AR R/ Al B A
e

Workstations handling sensitive hotel data are positioned so that unauthorized viewing of the
screens is avoided.

A Ak P SRR S 9 P R K, 88 S AR 22 ALY 7 )

Information / data carriers are locked up during long absences and in general outside the
working hours (clear desk policy).

B RIS AR S gBie, — B AR R Z 4 GREEGD .

No computer resources may be accessed without login via user-ID and password.

FEART SR 5 5 4R 75 38 T 7 B 1D RN R A

Every IT user has only access to the data and functionality necessary to do his or her job
(need-to-know principle). Access to Information assets classified as “Confidential” or higher
must be explicitly authorized, the default being no access.

B P R eV R R D RE, DRt et i) TAE (FREFIERIEND o JiiF(E &
T A LR B, D IREREAL, BRI AR VI

The access rights and privileges of staff, which change their business function or organizational
unit, or leave the employment of the hotel, are removed immediately upon their departure.

O3 V7 ) A SR AR AL, AT e AR ABATT7E ARSI 7 )5 () HRBR i 2H 23 B Ao B B R, SR
S B A3 o

Individuals receiving data media, from within or outside the hotel from any source, have the
responsibility for ensuring it is checked for viruses before use.

AMRFWCER AR, ANE R, S AE AR S N A8, A SRR IR E A AT T
==

BN

12
The largest FREE resource tool for Young hoteliers and seasoned professionals

INNARCHIVE.COM

© 2017



CODE: 08.01.001

RESOURCE LIBRARY

IT TECHNOLOGY EDITION: 1

PAGE 130F 72

(0}

Data must only be downloaded under the following conditions:

Wl b 20 AL UR 26 A T R 3K

All data are checked for viruses using an IT Security approved method and tools before they
are installed on the hotels’ systems.

FITAT VRS 75 22 2 A8 LA VTP 1 58 8 P AR A FH A A v (1) 1T 22 4 07 VR kA A s 7
All data are business-relevant and appropriate, and are acquired and used in compliance with
all hotel and legal requirements.

FA B S SS M5, IR RAERT & A A AR L1 )5 2 A R A0 Al b SRAT A
H.

The installation of software downloaded from the Internet is subject to the standard software
installation mechanisms.

M ELIR 9 L 385 R A 06 AR 5 o YR Y A 22 2R L

Back up requirements are explicitly defined and documented.

P BRI E SOFICFRAE R

Computer and network back-up storage media is stored in a separate fire zones from the
machine producing the back up.

THENLS 2% 0 A7 il DA A 57 A A RO AL 3 AN IR B 7 2K s

Sensitive data and data carriers, which are not used anymore, must be disposed of in such way
that the data cannot be subsequently reconstructed (for example documents on paper are
shredded).

AN TS FH P AR B Al AR AR s D 2 DR B A Y 090 A B A B S 81 SR A ey
) .

Control objectives 1%l H Fx

v

Employees and third parties’ access to the hotel’s sensitive or business critical data is allowed
under especially tight control.

Jie 574 S 5 = 5 3 N EE AR I T ) Y R S M 95 B4 0 A5 E P g B R 2R

All user-IDs have the associated privileges revoked if no longer needed.

A FH P D BL R S RSB A0 SRAS 1 75 200 20U 4R

User rights and privileges are periodically re-certified by their management and the asset
owners.

FH P BIBOR AR A 4 78 TR A B2 MY 3 BERAE

Corporate approved latest virus protection software is installed and used for detection and
prevention to eliminate the risk of data being infected by viruses.

A VA 8 22 2R PR 5 T 0 2 B A A ] AU RT 7, 9l 8030 e s B J R ) DRI o
Data is backed up periodically according business needs.

Ko AR M 55 7 K e 145
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v Data is well protected during transmission and when stored.
B AEAG Y R AN DO AR T 2 AR 1 R OR3P

v Recovery procedure for back ups are regularly tested and verified working.

ey BB VI R RE P 5 00 ARSI AT B A A LR

Information protection {8 B &3
1. Ownership FTA

All major information assets (databases and data files, user manuals, training material, operational
or support procedures, system documentation etc.) should be accounted for and have a
nominated ,,owner”,

FrE EEME B CBEREMEEE S, P T BIbe, BESCR R, R4
SR NAZATHE R A — AN A B A

Information asset owners are accountable for classifying IT assets according to the required degree
of confidentiality, integrity, availability and non-repudiation according to business needs and
defining the specific set of security measures to be applied.

FERBIA E ATTR LSS TR AEAE RV, a8, T MR AAS TR SR (X 73
g

It H R IR L) 22 4 15 it

They are responsible for making and communicating judgments and decisions on behalf of The
hotel with regard to the use, classification, and protection during their entire lifecycle (see fig. 2) of
a specific information asset..
AbATT R A7 T AR TSR P s A BARAS BB A A dr A LB 2) s A, 4038
AR T T Ak H P BT A R 5

Fig. 2: Lifecycle of Data &l 2: &4l 1) 4= i Ji] 1]
2. Classification categories 7328

All information owners must assign and mark all their information items with one of four
classifications, depending on the degree of protection from misuse that the information item
requires:

BT {5 B BT A # L0 AN i — A o AR I 1A B OUE , RIS AR Al
AR LS BITEK

e SECRET %%

e STRICTLY CONFIDENTIAL ™ & {425
e CONFIDENTIAL L%

e PUBLIC AT

With the exception of information classified as PUBLIC, all information must be basically protected
by taking appropriate precautions and by personal behaviour.

B T BARC N ATTRE S, D5 B 08 A AT R IGE =4 1 T £ 7 -
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Any data asset that is not explicitly classified has a default classification of “Internal Use Only”.

B W 7> SR B AR Kl B 7 2 BN 73 AU P A A

Measures & i

0 Inventories of all information assets are made JT 4 {5 & 7 7= #4247

0 Each information asset has an owner appointed &M B % P 80H — N8 € WA &

0 Allinformation assets are classified T3 {5 & & = # 4 1255,

0 Adequate security has been determined and implemented for all information assets depending

on their classification category FIT A 15 5. 05 = # K IR S 71 4 48 7 AN S i 78 9 ) 22 4

Control objectives %l H r

v

All information assets and those responsible are known.

P (45 2 587 AN G 5T R AR T J

All security requirements and the measures implemented to meet them are fully documented
and kept up-to-date over time by the owner of the information asset.

P 0 22 A BORANE i, 0N H A5 2 587 I B K AP RO FREIN DR BE 8

Printing data classified as "Strictly Confidential" or higher is always supervised.

B A B AR T ENEE % — EAL T 2T

Output from IT systems containing classified data carries an appropriate classification label.

T 545 5 G55 70 Sl i i H 224 70 2%

All data storage media (such as hard disk drives, floppy disks, magnetic tapes, and CD-ROMs)
containing non-public The hotel data is physically secured when not in use.

FIr A BB AAAE N oT CAnAl R ORZh 4, B, W47, CD-ROM Ytd) & IR A B
N TFF BV EHEAEANANL FH S i R S A% 0 DR B 22 4

E-mail is never used for unencrypted data classified as “Confidential” or higher.
AN RS FL T ISR A3 RN 1 g L B B A PR ) s

Data classified as "Secret" is never sent by e-mail regardless of being encrypted or not.

BN R B, RN S5, AgeE I psf A%

Data classified as “Strictly Confidential” data is always encrypted when stored or transmitted,
regardless of the location, storage medium, or the way in which it is transmitted.

H A AR A AR Th G A RN, AREAE, Fa R, st
Ji 3

Data classified as "Strictly Confidential" or higher is stored only on IT systems whose
operational responsibilities are in the hands of The hotel (no outsourcing).

P Ry s sl E A R s RAE AR 1T &4t b, Hol S5 IR T E s AR AR B (4b
) Frh.
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v/ Data classified as “Internal Use Only” or “Confidential” is encrypted when stored on
transportable media without physical access protection, or when transmitted over public
networks.

B 9 A A A P B L f S AE BB W BR T 1) A7 R AE RS B0 ot b BAE A 3L X 4%
A A S R A 0

v' Data classified as “Confidentia

I”

or higher is encrypted on internal networks, as well, even
when they are resident on the hotels’ premises.

W By WL BT e AL B ) R 7 PAY 408 D o A 0 It R D 8 ), BVASE AT Tt 7 2 R
IR AT PRI

v" Unless specified otherwise by contract, all confidential or proprietary data that has been
entrusted to the hotel by a third party is protected as though it would be the hotels
confidential data.

BRAESTA RS, 5 W AR AT 58 =07 Ze it 4 AR VAP B 1R P A9 ML %38 B A7 080 R i 4
9 B AR ST ) L 2 et T 4 381 O

Back up

Proces- i
enerate Access Storag —_— isposa
sing
Restore

Transmissio
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2.4 - IT After Office Hours On-Calls

2.4.1 Objective
The purpose of this procedure is to streamline the calls to IT Department after office hours, thus
preventing unnecessary calls during after office hours.

ARG H R PR TR T R YEE R R, B 1R R B AN B IR

2.4.2 Related Procedures:

* IT Department on-site support starts at <time start — time ends) and after hours on-calls

commenced.

TR TR 1] — BRI SR BB S H, R HLR FHG e o

e IT Team accepts on-calls when major systems hangs or deemed faulty and the operations are

paralyzed.
ITHIRA 32 2 RGN R AL AN RE I H s R B Ay

*  Valid on-calls are to be strictly adhered to prevent unnecessary calls to IT Staff after office

hours.
D5 2B PR R JELARG I Y F A R, CABH IS IT 53 T RS AN EE RNy

*  Any calls that are only inquiries (e.g. what is my password? How do | print in a different

printer?) are not valid on-call problems.
AT ABAT B WY CEean. REVEAD AT A2 i A A — T EIFLEATATER? ) A
Fe A R A ] R

*  Below are the problems that are deemed valid after office hours:

A NSO R )
- PMS not functional
PMSANRE -1
- POS not functional
POSAREHAE
- POS workstations are not functional
POS L {FuliANGe TAF
- Network is down, guest room network is not functional
WR2% b, 25 5 I 28 ANfE AR

- Main power for computers and printers are down
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FEL I R T BT A = LS
- Duty Manager calls that the Server Room has problems (ups, temperature, humidity,
fire....)
HHEE IR PRS2 A A (UPSHLR ., . B, KIES
- Wireless Internet in Club Lounge not functional
1T BUE R TR M2 AN Be T AR
- Guest laptops in the guest room cannot be fixed by Duty Manager or HSIA support
N N NN R N = LB A2 S ki A A s R s I NAL %=1
- Guest computers in Business Center not functional
PRI 55 0 P9 HA 25 FH HL AN e AR
- ESCAP Database is corrupted
ESCAP & G i 4hs J2¢ i 4

- ESCAP users cannot login
ESCAP R Gt 7 ANREH %

- Accounting System not functional — month end only
5% 2 g A e TAE— U RT H 45

- Other major problems

LAt BB ]

PMS passwords are deemed to be the responsibility of the users to change every 45-90 days.

PMS R 4L 1 %05 Hh %% H P 47 57 R145-90 K B 4t

Locked-out passwords cannot be rectified and reset until the following morning.

SRR A E I A UL R 5 R R A REAS B A IEAE A7 .

Most of the problems deemed valid can be easily rectified by the IT Department remotely

from their home computers. IT Team will go back to the hotel once the problem cannot be
rectified via remote access.

K22 A AT DL ITHB [ i m AR N vk . an AN BRI It e F2 U 1] e m) @, 1T DRy
S ZIIR B 5 Ab P
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3. IT Maintenance

3.1 - IT Asset Inventory Management

3.1.1 Objective
To establish proper procedures to manage hotel IT assets inventory.

S TP R IO DT B3 7 AR A LA o

3.1.2 Introduction

3.1.2.1Inventory Management PEfFH H

It is important for the hotel to know the various IT assets they own and operate. IT Department
must perform periodic inventory check of hardware and software assets.

WE 1A B I Mz E S FTE = 2 355 B o TR [T 20 AT 8 A A0 A 1 8 S A7
Eiig =

Managing the life cycle of data, from creation to archival begins with a thorough understanding of
the IT assets that generates the data. Hardware and software asset inventories are essential for
gaining this knowledge and for prioritizing the efforts required to protect important business
systems and data.

JE AT A5 B0 A i ) S A A e BT B8 7 ROAIES T AR o B AN A B RO R AR X
J7 T ERANTIE B AL e OrdP B ZL 1)L 55 R GRS 72 4] L 2

Another reason for IT asset inventory management is to discover areas of IT infrastructure that
require attention. For example, an asset inventory might reveal that various servers in data center
need upgrades. Without taking stock of what one already, buying new technology is a crapshoot
that may result in wasted money, time, and effort.

SESLITH P FEAF A& N 1 R I HE A Bt Hh 75 2 E i s i, B — 3% PRIl kAl e 2
AL T 0 ) — S IR S 2R TR BT A X CEA H IS, WS AR A R
Kirt), AIRESBUR &k, IR /).

IT asset inventory and overall management are a crucial part of keeping hotel data center
infrastructure humming along smoothly. The advent of new regulatory requirements that impose
strict data control requirements on businesses will force many IT staff to improve the way they
manage hardware and software assets. After all, IT manager cannot manage critical data if he does
not even know what equipment and applications generate it, so compliance begins with good
inventory and asset management controls.

T % 7= P A7 AN 4 T B2 A 50w Oo SRl it IR 8 P B 0 0 o % T M s 1 P 48 |
FERAG AL 1T 2 BE SO A R B 7 (8 B o A SR 1T R BN R TE 7 A S B A ) A B A
RIFH, RV AT E B . IRVE B SR R 1) R A7 AR 7 BRES 11 T 4
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Finally, IT assets inventory is especially important to ensure that IT maintains compliance with the
various software licenses business needs to operate. If IT does not know about a server that a
particular department purchased that will suddenly puts hotel out of compliance with a software
licensing agreement, hotel runs a risk of violating its licensing agreement. Also, conducting an
inventory can help IT quickly ferret out illegally installed, unlicensed copies of software.

BE . B AR TITORFFIE 57 & AR b 5548 7E 75 SR A A B VR AT 2 el B 20 . i sRAS
KB L 5 IR 55 A 2 RN ER T T SKH, WT RERE SRR BN S AT VAT 3L, (S99 ik 7K 4H
E R BEAh, JEAT R s AT DA BRI e R 2 2 ) s RRCARAE

3.1.2.2 TIMING AL
One of the first questions that come up regarding IT inventory audit is frequency. How often
should IT manager inventory Hotel IT assets?

ITHE AU — /N 2] R AR, I FE 2 AR TR 1T 55 77 PEAF B i — IR ?

While there is no definite rule for the timing of inventories, the frequency of change of IT
infrastructure should be the determining factor here. If the hotel is frequently purchasing new
hardware or software, IT inventory should be updated more frequently, say, every quarter. If IT
infrastructure does not change very often, then once a year may suffice.

X T4 RIS AL A IR RN, (EL2 o 5 PR IR R 3R B i T ITRR A SR A IR AR A A . R
TP AN BT ) SR A B A, ITEEAE D AZ A BT . Lh i, B —k. AT
BERNAAFEA T A, A4 ] DL — X

3.1.2.3 WHAT TO TRACK? FREFFRELEF=?

Items such as servers, desktops, laptops, and network equipment should be part of the inventory,
especially for hardware under the terms of a contractual agreement, such as a lease or a
maintenance service contract.

WEMRELE, Wiikssa. a0 Bl ARB . WR RS ROZEEAN—H0. LR
FHIR B R PSR, A h B B4 Ik 555 7D

Software companies take an active interest in protecting their intellectual property and in most
cases have the financial resources to engage in a legal dispute. The last thing a hotel needs is a
lawsuit because employees had installed unlicensed copies of software applications.

B A W SR LT RRBR A MR ORI AR T B ER P2 AL, A2 K 2 B 0L A WO S8 05> S e R
FBO RS o b T IR SO AT B A T T VR AR R

3.1.3 Related Procedures

3.1.3.1 Equipment Purchasing and Disposal K 5% JE

1. User should issue purchasing request form to IT department with approval by department
head.
F RS R IR IF B P 1 2 3 i 5 1 se a1 1 ] .
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2. IT manager checks IT asset inventory to confirm whether the requested equipment has
inventory. If it has inventory, please refer to chapter “3.1.4.2 Equipment Issue and Return”. If
it has not inventory, IT manager should provide technical comments and give equipment
model, estimated price and recommended supplier information.

ITZBRAS AT 58 7 0 A 0 FE R A E AT . IR R, WS %3142 K0S
Welmlo WRECH FEAE, TG E RN, IS NIRRT KRB DL Rt
I IS

3. If the requested equipment is not a fixed asset (not in conformity with hotel fixed asset
standard), please follow hotel “Non-fixed asset purchasing procedure”.
SRR ) V2% AN & T B COR BT JE 158 B2 ibmdt) T 10T 5 “AE [ € 557
KGR BEAT R AL PR

4. If the requested equipment is a fixed asset (in conformity with hotel fixed asset standard),
please follow hotel “Fixed asset purchasing procedure”.
AN SRR V2% J [ 8 93 AN R ] 72 B3 7 BOARAE D , TS 5105 [ 5E B8 7 KW A2
Fr AT R AL

5. Once delivered, the equipment should be properly setup and configured by IT personnel and
added to the inventory.

WA RMEN TG, Jos8 HITE AT AR BB M Zede, IF HAR s iOIA PEA7

6. When the IT equipment exceeds the designed life, is damaged that can not be repaired or the
repair cost is higher than purchasing new equipment, or is in conformity with other hotel fixed
asset disposal policy, the user department should follow the hotel “Fixed asset disposal
procedure” to issue the “Fixed asset disposal application form” and signed by IT manager with
comments.

TS I R (AR PR BRI AN RERAE S L B 52 1) F A R g ST e 48 A A%
BT 2 FA I JE AR DS B a R PR O RIE I, A 014 5 5 B 4R R B, T
PRV E BRI S, A A [ 8 5 AR R AR e R e

7. Once the disposal approved, the equipment will be properly taken back from user to IT
department and removed from the inventory. The disposal equipments can be reclaimed by
supplier, sold out or used as backup parts.

WA AR EAE S, ITERT 1K AP AR Iml o, I FLORF B8 PEAF TR 2B IR
L ERI e, B BEE Oy R A

3.1.3.2 Equipment Issue and Return 2 &S5l

1. Once issued, equipment will be added to the asset inventory list against the specific user. The
equipment will be installed for the user by a member of the IT department. IT personnel issues
the IT Devices Delivery Confirmation form. The user confirms and signs on the form.
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BB A PE T 7 T 2 T W PR P o 2 T 5 T P P AT 22
B TR TIEIT % RISGE IE B P A

User should return the IT equipment to IT department when the equipment is no longer
needed. IT personnel check the IT equipment status and fills in the corresponding IT Devices
Delivery Confirmation form. The user confirms and signs on the form. The equipment will be
released from this user in the asset inventory list.

PR TR FIT BT, T B A T ] TR AR S , USRS AIT B
RIBER LI 0N . LR AR B il R v B A P ARSIl

When IT equipment needs to be transferred from one department to another department
with proper approval, the equipment should be return to IT department first. IT personnel
should check the equipment to ensure it is in a good condition and properly setup the
equipment. Then IT department issues this equipment to another department.

M E M RAE, TR T AT TSR R 5 — AT, 5 2 T U 1
Gl 1T B TR A AT R AR TR TER, JF FLEEAT IERR 2. AU ITHEI T Ut
B R AN HIERT

3.1.3.3 Equipment Borrow and Return & K& H 507K

1.

Any person who needs to borrow device, such as laptops, cables, printers and etc. should
request from IT department at least 2 days in advance.

AEAT NN A5 P e, WEEICAS N . 2648 STEDBLAE, O DARAT 2R AITER T K .«

Users must liaise to IT department the purpose and how the equipment will be used (e.g.
laptop), user must tell any IT staff the nature of the usage of such equipment in order for IT
staff to prepare the device.

RPN THEE ) o R A B8 1 B LA AR J70: CRenZgic A i) o P 2 JrIm
G VA% ) FH  DABEIT B v 2 e o

User must sign in the “IT Equipment Items/Loan Logbook” with the corresponding date to be
used and the approximately date and time of return.

F P D ARAE I TR A T B/ 8 G AR B 257, I HLIE BAE S S A SRIORE) A3E 1H
FIE[A]

The equipment will be assigned to the specific user in asset inventory list.

BB AT R P R gy L

Upon return of the device to IT department, IT staff should be inspecting the device for any
damages or breakage due to misuse.

IRV, 1T 53 T A% A0 B e A oA B - A =5 5 EU it
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6. User should sign on the “IT Equipment Items/Loan Logbook” to complete the return of the
borrowed device to IT department.

PP S “IT 4817 B/ At O SRR S8 AT H8 T VA3 il P 8 B 28

7. The equipment will be assigned back to IT department in asset inventory database.

VLR R AE B A 080 P R EB A NITER ]

3.2 - IT Hardware and Software Maintenance Contracts

3.2.1 Objective
To ensure all hotel IT hardware and software have proper maintenance contracts.

ORI BT B0 1T B8 R R T S B 4 & A

3.2.2 Definitions
Software maintenance delivers support for networks, systems, and software through effective
problem management and updates by vendors.

BRAF LS H LR R X P8 2R GERT A (A 2] DA R B I R (R 1) S8

Hardware maintenance delivers support for servers, workstation, printers and active components
by vendors.

T g & i (R 7o PR X A 55 AR wli s STEIAL LA S AR SR B RGBS F o

3.2.3 Related Procedures

1. Hardware and software maintenance contracts are to be reviewed regularly to ensure
content accuracy and understanding when dealing with the hardware and software vendors.
TR AR A A4 2 [R) 5 Ay, DAAH DR A AN 00 B 5L 1 1 10 0 6 ) PN 2 T
H A ER .

2. The IT manager has the sole responsibility in reviewing the hotel hardware and software
maintenance contracts.

R S A5 AR 5 TR TR B A & U 5T

3. Hardware and software maintenance contracts should be properly kept in the IT department
by the IT Manager for tracking of expiring date when to renew.

BRSO ES & TR N 2 (TR BEAF RS AR IR T b, DABRER & R 3 39 F J00 B i B 45

4. IT personnel should properly record all supports and maintenance. IT manager monthly
reviews these records and scores the suppliers services in the IT monthly report. If the
supplier can not achieve the requirement of the maintenance contract, IT manager should
consult with supplier to push them to increase the service quality. If the supplier can not
meet the service request continuously, IT manager should report to hotel management team
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and corporate IT team in time.

IT 53 TROZ0 BT W SCRER YD EAT IR G . 1T 3R H T2, JF HA it
NLR RSS2 T oEoy, JF HAanse SRR BT fid e dn SRAEN IR 55 AN RETA 2
FRPTERER, T 2B NIZ SRR, B RN R SO RS . i R R R 4R
ANREIE BB R Bl A HAth fr) 25 B ) 8L, 1T SR H N R I R AT A B E AR I T

5. IT manager monthly review all contracts this will expire in 3 months. IT manager should
renew contracts, change contracts or even change the service suppliers base on needs. If the
service supplier needs to be replaced, IT manager should report to hotel management team
and corporate IT team in advance.

TAHENHES G =D REIN Y-S, R & EE KBt & FHE
B WRSTENIR AR TR ZE RS BEN R, R A i T 4 I BSR4 BT
7.

3.3 - User Hardware Maintenance

3.3.1 Objective:
To maintain the computer equipment in good working condition.

AEY HLUI Ve A AE OREF R TARIRAS

3.3.2 Related Procedures:

1. All requests for technical support or computer problems should be referred to the IT
department. Users should not contact suppliers or vendors directly to troubleshoot any
problem of any personnel computers in the hotel.

FIT A BB SRR SR B3 H 0 ) N SR RS 2R IR T T o A P AN e L B2 AR AL 07 7 RAG: 27 5
FL i b ] ) 7R

2. It is the responsibility of the user to keep his assigned workstation clean and free from any
damage or any other accessories missing. It is the user responsibility for the cleanliness and
proper working condition of his PC.

F P A 50K FL 7350 2 ) FRUIGTE Vil o AN S AT AT 40 T B 25 R A AT F J B2 o ORAIE I 2 R )
AR H ) TARRES R 5T

3. User who is assigned a laser printer should be responsible for maintaining the printer toner
cartridge or report immediately to IT department if it requires troubleshooting. Printer toner
cartridge should be requested through the purchasing department.

I ECA HOGETENHLI 7 B A7 D 43P FT ENHLA IR &, G SR e SRR s B 37 B [ T
o FTENHLIRND & R ER IR At .

4. Inform users not to exchange computers, CPUs, keyboard, mouse and other computer
peripherals without IT department involvement for proper inventory control.

TR BCATRIINS SA RN AAEEE . SEAL. SR AT SRR AR 72
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il AR T A

5. No relocation of user computers is allowed without the approval of IT Department due to the
reasons of cabling, power supply and working environment.

WA, i, TARMEESERE, BAETESITHEE, HPARBEAT SR BRI E .

6. All users that are allowed to use diskettes, CDs, DVDs and other storage devices should ensure
that they are properly scanned by using anti-virus software.
F P 75 B KA. CD/DVDY A B FLA RS Bl A7 it 15 % 06 200 ff Rk 14 4% 498 917 75 2 0 1F
IEwf A .

7. All users should be responsible in keeping their workstations safe from hackers or any other
users who will likely be attempting to use the PC. Users should activate screensavers with
password protection.

T P IR E G, 3 725 B AT i A P P 2400 R AR P o P P 85 B0 ks B D 1) o fR 4
2R

8. IT department render technical support to all users will be based on the urgency and priority.

T T DR R B ) AP 255 30 PR B PR R AR BRI P R BOR S

9. No food or drink should be placed near the workstation by anybody.
ARART N AN BEAE LI LA 3 B U B B ot B O

10. No software or any other utilities should be installed without the consent and knowledge of

the IT department.
BAHITERI TR S, AREZAE e T A,

3.4 - Hotel IT Server Room Environmental Monitoring System

3.4.1 Objective

This document is to present how hotel IT uses IT server room environmental monitoring system
(EMS) to automatically alert import environmental status such as temperature, humidity, power,
flood, smoke, airflow and room entry.

AR IS G JE TR A LS SR BTN R GE(EMS) R AL ERIRBE . R R KA
THZ . SAAHLE N 55 H BIREDIRES .

3.4.2 Introduction

The 3 primary functional components of IT environment monitoring solution are monitoring, alerts
and automatic response. Just discovering a threatening condition or problem is not enough. IT
managers need to be notified in real-time. Where appropriate, automatic responses should shut
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down servers and important hardware; transfer processing; start or stop applications.

I TR WU e e 07 R = A E D RE A R s . BT EH B N A RERE & IG5
OLECE W R A, TR R S IE AN . B S IE AL, B3 8O A Ak 55 28 A
BB, R JFEUT IR R

Each server room is differently in their environment monitoring needs and potential risks.
Applying a "one solution fits all" approach obviously is not appropriate. What seems to work best
for IT managers is an approach of using a combination of different solutions to meet the current IT
monitoring needs. As the data center environment and needs change over time and with new
equipment, IT managers flexibility to move monitoring hardware and sensors around in order to
use them more effectively.

FEAN IR S5 A5 B 55 0 A58 M 00 7 75 2 DA S P B UL R A AN R o R “— ANk 7 S T i
BRI AR R A 2. 6T T SR TAE T RS &2 M RMRER TR,
DL A2 AT T B I0F5 3K o 2488 AL (IR RN 75 SR I A5 I TR HH RS 8T 15 4% B HH R T AR AL I
T 248 23 R% OO s DU R AR Jak 3, DA SE AT A5t (s FH e Al T

3.4.3 Server Room Temperature Monitoring HLEEE K%
It is generally recommended that temperature inside a rack not to exceed 24°C

TR DLR AR SS AR A IR AN 24 5 R

Sensors are best located in the server racks rather than in the room as ambient temperature will
rise at a slower pace compared to the temperature in the rack. As hot air rises compared to cold
air, it is recommended to put the sensor on the hottest spot of the rack.

BT AL A BRI B LA UAE (R E B T8, A% A e o T B AR IR S5 S LR BT AS R AENL DS HL
ffr . H GRS BT, MR AR RS AE U N IR S O

3.4.4 Server Room Humidity Monitoring #1545 E IA#
Relative Humidity (rH) is server rooms should be around 55% with a +/- 5% margin.

AR S5 A3 B 5 B AE X B (rH) B 24 7E55% F I 5% 1) 30 FEl Y o

High humidity and rapid temperature drops result in condensation that can occur on any surface.
Water can condense on the inside of IT equipment and cause rust or dust & dirt being deposited.
This poses a great risk to the components and as a result to the availability of the equipment.

T P AN TR PR K B B o IR 28 N VA B /K 2 18 B AR 85 B 2B 1) B . XN IR 2815
B R 1E A A B T RO KU

Low relative humidity (as of 35% rH) has the danger of causing electrostatic discharge (ESD). ESD is
caused by static charges resulting from people movement, charges on furniture etc... These
charges are mostly not noticeable but when discharged to or in proximity of IT equipment, they
can cause severe damage to the equipment.

AEAFXS 0 (UN35%AH R 52 ) 2= 3 50 F TS B (ESD) I B . NSRBI E s B R v, AR 5K
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HAEY A BATH BT . XL R 2R A RE N, (TSR AT RELE i B I 3E % ™ A A
o

Another danger of low humidity is the break down of some plastics in equipment resulting in
premature aging of it.

VA R L Rt [en i s 5 - B e Y o A (A DU S L ATITE 287 N

To overcome the danger of low humidity, moisture regulation is often added to server room
controlling systems to avoid too dry conditions in server rooms.

N T SRR AR SR, RN, EYLEER RGN K T DIRE, DA GALb K
FIf

3.4.5 Server Room Environmental Monitoring System / Alarms
IRFEENFH R R ERE RS

Environmental Monitoring System (EMS) is highly recommended to all IT Server Room. The EMS
will 24x7 monitor the temperature, humidity of racks and server room by the sensors that placed
in the key locations. The working status and various operating parameters of UPS and
air-conditioning also can be monitored 24x7 by EMS. Once the anomalies detected, the EMS will
alert immediately and act pre-defined response.

e EHERAE T IR S5 a5 L5 WA I A BE A% R Gt . A A% R G0l A B e e B 1A%
JEKER 24 /NI WS SRS AL P R « VB o UPSH A L 46 1) AR RS A S APz T S 5t ]
AR EE 1% R AT 24/ NI % . — BRI MIESE N GG SR, RGLK
HRE, JFRYETIUE R BCE AT B SR .

The EMS will 24x7 video monitor the key area by the camera, and record digital video for review
when necessary.

FuE I B A IR RGBT 24 N AT 4%, T HL AT B s AR AL TR S A

The EMS works hand in hand with several systems such as Exchange Servers, SMS Gateway, GSM
Modems or PABX to output alerts in case of faults in the temperatures, humidity, UPS
malfunctions or switchovers and security risks.

WERAE RG-S L RGN AR UIEEPE IR 55 4% R R ROG . T AL e 1 & Bl R i 28
HLEE, W UMEIR SRR SR . UPSR AR M s D)y DA R A7 A 22 A B B et 4T

4. IT Security & Audit

4.1 - Updated user lists / permissions

4.1.1 Objective
To maintain an up to date user lists and permission for all system applications
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YESP ISR N AR G P 44 BRI R

4.1.2 Policy
To ensure user lists and permissions are in line with the different department, position and tasks.

To ensure correct user ids and user rights housekeeping of all systems applications.
iR FH 7 28 B A PR A RS [ B30T BRA AT S 14T W B . PRUEFTE B RG24
FH P AL PR AR L

4.1.3 Related Procedure

1.

The IT Manager is responsible in maintaining the users list from the Active Directory where the
users must be categorized and grouped into department. In this case the login script can
properly set and configured based on users mapping of local servers needed, users’ folders,
mapped drives for systems applications and mapping of network printers.

ITZ B A DT 440 — A i0E 3 B 7 A2 1 HARSE A8 1T 70 2R RO I 7 42 8 XA AT LUIE A
VB G Il A ORI B LT IR S5 as s I H s BT SR GE T i A 9K 2 S A
ZEFTENHLIRS o

The IT Manager is responsible in maintaining the user list from all systems applications. The
users must have their own user rights and permissions from different systems applications
available in the hotel based from their tasks.

ITZ B A DT 4E 40 AT S RGO T 44 5 T e ARl L AR 5 B0 A B R Gl
H IR .

The IT manager should be constantly liaising with the Human Resources Department for any
employee movements, resignations and new employees in order to keep the user list and
permissions up to date.

ITEBER Y 5 N J IR ORFFIC R, 2R T30 SIRAEE R TRER, DUE &
HrH 44 BRITRLRR .

The IT manager should review user lists and permission for all systems on a regular basis.
Review user accounts and access rights”, the proposed review frequency is once a quarter.
T2 R 2 IR 2 fr A RS IS AR . A& P RGEHIH 7 B, il 2=
FERIE— IR,

4.2 - IT USB/CD/DVD Lockout

4.2.1 Objective
To secure all USB ports, CD burners or DVD burners from all hotel workstations from unauthorized

copying of hotel files via USB flash disks, CD, DVD and external hard disk storages. This also

touches the safety of the hotel network in being infected from viruses that are brought from users

home computers to the hotel workstations.

DR B 1 ik PG ) Ffr A USB i 1« CDATIDVDZISRAL LARE S5 5 SRS R 22 S5 ABUm 4 SR A 2140
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. CDAIDVD. B 2B AE AL b o 3 thn] DAeE G ik F b P DA S F I s O (100 253k e,
DRI G WY 2% 1 2 42

4.2.2 Policy
By means of protecting the hotels’ and individuals’ information assets from the risk presented by

the unauthorized use of plug & play driver-ready storage-capable devices, such as USB flash disks,
CD, DVD and external hard disk storages.
T G P A NS B 587 XU, B ORAS JE B 7 A B4 B FH B0 77 il B B R 43R 52 At

A

4.2.3 Related Procedures

1.

All USB Ports, CD/DVD burners will be securely locked by the IT department to prevent users
from copying confidential hotel files.

A [f1USBli  « COANDVDZISRAL 75 A0 ITHR ] 2 2B e LAIE S I 7 B2 0 15 (R HL 2 SR

Any users who wish to copy files should seek assistance from IT department to copy the files
to the USB flash disks, CD, DVD and external hard disk storages.

FEAT P BSOS ENTER T, BT Es ] o s S H B USBIAAF#E . CD. DVDAIZRR
[FEER T A

Any files being copied to a user USB flash disk, CD, DVD and external hard disk storages should
be recorded and the list should be maintained in the IT department for future reference.

FI G 4 S 2 USBINAE AL CD DVDAI AR AL A7 fifh 25 (1 SO B A i, 10k
BARFAEITET], DMEHEZ%.

Any work related external files from USB flash disks, CD, DVD and external hard disk storages
needed to be copied in the user workstation should be liaised with the IT department for
manual copying.

FT A 5 BENAEUSBIN A, . CD DVDAI AN ERAE 5 A7 it & 52 i 20 P AR S i AR S
A HITER kAT T T2

Any files being copied from a user USB flash disk, CD, DVD and external hard disk storages
should be recorded and the list should be maintained in the IT department for future
reference.

FIrA MW T USBIAAE 4L . CD DVDAI AR A7 fifh 2% 1) 52 )3 SR (R SR R4 g ie 3%, ddsk
THEHRNRAAEITET], UMHEHES%,

All users that are allowed to use USB flash disks, CDs, DVDs and other storage devices should
ensure that they are properly scanned by using anti-virus software.

F 7 5 BE48 FIUSBIA 74 « CD/DVD ' A B FLAM RS Bl 474k 15 28 10 J0U TR 1X L8 1 258 1 D15 3 75
WA IEmR A .
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4.3 - Server Room Fire Hazards / Combustible Materials

4.3.1 Policy
The IT server room shall be clear with fire hazards and combustible materials that might cause fire
and destruction of the IT server room.

ITHL o207 Bk Ak 5 e FE AT AT BE 51 RS AL s K 5 B BRI 1) 2 WA i o

4.3.2 Related Procedures

Under no circumstances should any devices or equipment which require access by a large user
group, e.g. a fax machine or photocopier, be located in a server room. Again combustible
materials such as printer paper should not be stored in a server room. Examples below:

FEAEARI 15 10 T ERAS N 1208 KB H 7 it A FH A 28 | sl o, e LR BN, TRFE IR S5 %
BUB W o AN AT BRDR AT ER LRSS AN N CRAEE IR S5 2L A o ARMEI 28 0 R

Books, paper, cardboard, system manuals, carpets, blinds/curtains, desks, plastic chairs, bags,
waste bins, trash, rubbish, spare cables, used boxes, unused computers.

. ARk, M RETN MR, HBYET. S, Bka . kAR WIRAE. R
%, b, gHB%. IH&ET. AMEHTTENSEE.

Areas within a building that contain ignition sources should not have combustible materials stored
or present within these areas. Stored materials can include cardboard boxes etc, chemical or paint
storage. Areas that contain ignition sources include electrical switchboards, electrical outlets,
extension cables and UPS batteries storage.

BESATAE IR XA B A2 A rT IR . AR AT LB FE AR - A% S B R &5
A KVEH X AR AR TT o0, FUEHA AL . SE K FE G ATUPS A T el 22 45

4.4 - Server Room Fire Extinguishers

4.4.1 INTRODUCTION

A fire extinguisher is an active fire protection device used to extinguish or control small fires, often
in emergency situations. It is not intended for use on an out-of-control fire, such as one which has
reached the ceiling, endangers the user (i.e. no escape route, smoke, explosion hazard, etc.), or
otherwise requires the expertise of a fire department. Typically, a fire extinguisher consists of a
hand-held cylindrical pressure vessel containing an agent which can be discharged to extinguish a
fire.

FEESIEN T, KK TR 6N KA R K. EAEH T B8RRI K
K, HINCERBERIRAER . B RNE (LR VINT. W5 BIEERSEE) DAL
FHBTER 1AL PR K K o SEFABDL T, KK A2 — A BERE BT KGR ) T35 B 2
Ao

There are two main types of fire extinguishers: Stored pressure and generated pressure: In stored
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pressure units, the expellant is stored in the same chamber as the firefighting agent itself.
Depending on the agent used, different propellants are used. With dry chemical extinguishers,
nitrogen is typically used; water and foam are pressurized with air. Stored pressures are the most
common types of fire extinguishers. Cartridge-operated extinguishers, contain the expellant gas in
a separate cartridge that is punctured prior to discharge, exposing the propellant to the agent.
These types are not as common, used primarily in areas such as industrial facilities, where they
receive higher-than-average use. They have the advantage of simple and prompt recharge,
allowing an operator to discharge the extinguisher, recharge it, and return to the fire in an
reasonable amount of time. Unlike stored pressure types, these extinguishers utilize compressed
carbon dioxide instead of nitrogen, although nitrogen cartridges are used on low temperature (-60
rated) models.

BRI S K KSR AR B AR . AR I AL S, R 2571 K K 24575
PRAFAE[F) — A58 P o B0 AN [ B0 R R 245 05 FH AN [ B8 A3 245 70) o o8y R Kl A 80
IR TR K A0 AT R 48 2 R AR R TR R R d i WIS . P AR e K K 23
B MSLATAE HOHERE A, 78 KA FH AR BBORE S 245 7R E N R K 245570 XA SR ARUAN K L,
T T S R T AR P R SRS . AT R B AR T e s, PRI LA
FERTIT B KK BT UK K 2G50 KK AR AR R K A, IR LR K SR AE IR
™ (CET60LD EHAES, P FIH 488 — AR AR A <.

4.4.2 FIRE EXTINGUISHERS

Dry Powder Fire extinguishers should not be used around
energized systems because after the “cloud of powder” starts
burning, the dry powder releases water vapor that will

potentially damage any electronic equipment. Dry chemicals
are rated for Class A, B and C Fires.

TR KK ERAGEH T B RS, KSR ARITIRIARERT, R K 20T RE 4R
T THHTAZ. BHRAICH KK .

C02 Fire extinguishers doesn’t conduct electricity but even
though they are rated B and C fire, they will still leave some
sticky residues that may be damaging to electrical appliances
such as a server, computer or network devices.

TERARRR R K AR AN T LT ek BIMEAE B AN C KR K
THOLT o AAIIR 2B T — 2 RS54 THEHLEN 25 1%
2 P AEIE A0 T ORGSR B
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FM200 is typically used in place of halon (1301, 2402, and 1211) not as a
handheld fire extinguisher; you will see those more often on a boat than in any
data center as a hand held fire suppressor. FM200 is also more expensive
compared to CO2 but it is safer to breathe than halon.

FM200 K K 28— F T A E G 8 (1301, 2402M11211) FHEK KERHIH
Jis EAENEEE R ORTFNLR KD FM200°K K 35 AR K K 3R
5, HE R A 24

4.5 IT Fire and Evacuation — Sample

4.5.1 Objective

In case of fire it is necessary to salvage and secure important data of the Hotel system data, user
files, tape backups and finally shutting down the main power line feed to the computer room.
FERERANS, RN R EZ RS RGN H RS mes &, IF BLOC A L
Blgs EALEIE R D ER.

4.5.2 Definitions

Determine which LEVEL is the fire from OPERATOR or COMMAND POST.
1 8 AN SAHLER S 7 K FR BT A1 T SR K R 5 2 o

LEVEL1 =EVACUATION ASAP

FB—% = LRIGH

LEVEL2 = MAJOR FIRE & NO RISK IN THE COMPUTER ROOM

B = HEARKEERASGE LB

LEVEL3 = MINOR FIRE & NO EVACUATION NEEDED

F=EFK = BUKE, ARG

4.5.3 Related Procedures
Once the emergency fire alarm sounded off:

— BRI

LEVEL 2 & 3 Scenarios:
TR KRN S KRR
- Double check and assure location and status from the command post, operator or by
telephone.
¥ Gk 2 AN AT Bl Fa 0 Bl AL H Al A R 1) KA o B FIIRES .

- Retrieve one set backup tapes (contains complete hotel data) and secure in the IT

32
The largest FREE resource tool for Young hoteliers and seasoned professionals

INNARCHIVE.COM

© 2017



CODE: 08.01.001
RESOURCE LIBRARY EDITION- 7
IT TECHNOLOGY :
PAGE 330F 72
Emergency Bag.
B — B0 E e S BE S T 2 R TNITE SN .
o Location: SERVER ROOM

Wi REFADLLS
Shutdown all servers. Retrieve and disassemble the quick release hard disks from Opera
PMS Server/POS Server and secure in the IT Emergency Bag.

e Mk 554 K0l HRIECR Opera PMSHI 55 45 APOS IR 55 #s AR AR A 7 28 R K HIBN

TR SN
o Location: SERVER ROOM
sl REBLE

Lock and secure computer room and IT manager office doors.

BT RILE FITEE I A .

If LEVEL 2 and need to evacuate, after securing everything in the IT Emergency BAG
proceed carefully to the nearest EMERGENCY EXIT DOOR and locate the assembly point.

IR K EREGR, ZERAFTRSRTHI A RIS, MO WA ) %
S ORTEE A R

If LEVEL 3, after securing everything, place the IT Emergency BAG to the nearest
accessible area of the computer room and be vigilant of the status of the fire.

IR =R K, G TR UG, RITR SR TSCE AR f SE i rU L s () 22
XA, JF BB KGR ERTRE

LEVEL 1 Scenario:
_‘é&j{ﬁgﬁg%ﬁﬁ

Retrieve one set backup tapes (contains complete hotel data) and server hot pluggable hard
drives from the servers and secure them in the IT Emergency Bag.

KB e B Bodis (1 46 A0l JF HLak i IR 55 B IR R A B N IT R AR A

o Location: SERVER ROOM
sl REBLE

CUT-OFF (Toggle switch) of the main power line feed to the ups and main PABX.
SR A 1A UPS A R4 A H LA L ) FELYST 5K

. Location: SERVER ROOM (UPS ROOM)
MsS: REZYLE( B UPS 5 H])

Proceed immediately to the nearest emergency exit door and join the assembly point.

AL RIAERGE ('5 S H BRHLEER 5

4.6 - IT Emergency Service Recovery

4.6.1 PREFACE
This document has been prepared as an official document guideline for the hotels. It is to be

followed in the case where the computer systems in the hotel needs to be shutdown due to a

planned or unplanned emergency and how to bring the systems back on-line once the emergency

is over.

It contains the following information.
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RGBTSR IE R S0 & )5 bR ECE R R B2 TR R RS G,
MR ZIHENE R I RS E IEH . EEELFHNRA.

Disasters and Backup Plans — to understand clearly the difference of several factors of

disasters that can occur in the IT server room.

RAERPRZ TR — 15 2 LR AT RE R AEAEITIRSS 2L D5 A B 9 HE MU TLA AN R BT 3R

Checklist on Planned/Unplanned Downtime — detailed procedure in dealing with critical

downtimes.

THRIFEHETHRIEVUR R ETE . — AR SUE LN R PEAE R ERR T .
Power Outage — to understand how to deal with power outage in the server room and in

the front office.

R — R AL BRAE R S5 S AL R T4 R S

Preventions — overview on preventing such disasters and how it can be tackled.

ARG - LRI G g ME A LK e AL PR

IT Room Preventive Measures — dealing with Fire Preventions, Temperature and

Humidity, Data Security and IT Room Emergency Power Supply.

ITHLEE B et — W KBk AR o 2 S FTHLE B
Recovery Procedures — deals on how to do recovery when such disaster occurred.
WEEF - W RRMEE SR A E ik &

Current Vendor Names and Contacts — includes Emergency Telephone Numbers.

LR PR E AR R TR - B8RS HIE S,
*  Emergency Notifications — who to contact when there is an emergency.
BB - UESERAEN RN
4.6.2 INDEX
PrEface [T E cveeernernesnesnessesssssssessessns s sessassnssssssssassassssssssssssessessessessessessassassases
INAEX ZZ T cvvrrerereeerseseessesrese s ssesessas s sessessassnssessassnssnssessassasssessessessesnsssssnessesaes
Disasters and Backup Plans RIEFT AR e seneenens 4.6.3

[TScheduled Downtime  $HRI{EHL
[TUnscheduled Downtime FETHRIEHL
[TServer Failure k5578 5%

[T[Rower Failure FELJFZ%K

[MIDisk Crashes LR AL

[TlGomputer Room Damage Ak 55 25 HL /5 HidR
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[TIGatastrophic Disaster GEMEH Y
THRIFIHEFRME RGBT IR e rssese e ssssssesssssens 4.6.4
[TI@hecklist for Unplanned Downtime JEiHRIENI S B
[{THazardous Emergencies fal S 2 i
[MINlon-Hazardous Emergencies JFfG [ 5 a1
POWET OULAZE fE H et cescssesssss s s sss s s st ssssssssssssseses 4.6.5
[TIIr Server Room outage ITHRZ2:HLEE H
[IServer Room Power Failure RSS2 M1 )55 HLIE 2 %KL
[THower Restored procedures HLJEK E 2+
[[IRlanned/Unplanned Front Office outage +XI/3ETHRIET &5 H
Preventions TR .....ccceereeerreereensesnerssesssssssnsssnssssssessessssssssssssssessssnssssssssssns 4.6.6
[[Breventive Measures (IT Server Room) FpiHEE (THRSG2HLE)
[(T[Aire Prevention BJj‘k
[MMemperature & Humidity Controls ¥ & 5 5 & 1% i
[[[Data Security ol 24
[THower Supply FHL AL H
Example of Data Recovery EIHEIK I TZMH....covererrerrereereesmesssseesssnsnsssesssssnsseens 4.6.7
[TIRecovery Procedures in IT Server Room ITR 55 25 /115 Kk B 7
Examples of Emergency Contact Numbers B o Bk RSB .cvrerrerrreernenrennnens 4.6.8
[MlBmergency Notifications ‘5 /2L Al
[[INendor Contact Numbers L3 i Bk 52 515
4.6.3 DISASTERS AND BACKUP PLANS
There would be several disasters that leads to system downtimes and that can arise in a server
room unexpectedly. These are namely:
B H M BN AEERS B/ILE I H B ARG .
Scheduled Downtime THRIEHL
Unscheduled Downtime:  3EHHRIERL
Vv Server Failure JR%#s K3
Power Failure FEJE KRN
Disk Crashes  HEEL R AL
Computer Room Damage IR ES
Catastrophic Disaster K XEZH L

< < < <

1. Scheduled Downtime 1RI{EHL
It is deemed to be a scheduled or planned downtime wherein users are well informed of
schedules and timings of system shutdowns.

AR L, e TR ARG ILR T RIAT [

2. Unscheduled Downtime JFETHRIEHL
% Server Failure [R#F#EHZC

This type of downtime is due to hardware or software failure. This will instantly
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disable the usage of this server and instantly disconnects users connected to a

particular server. Depending on the severity, the system will be down until a

replacement part can be installed or otherwise the software and the Operating

System can be restored the quickest way possible.

ASRAL A AL T B0 B B AR SR o A 2B SRS, 24 37 245 1%
Wb 55 4 B 456 P 9 ELSZZ0 W P 8 b0l 55 4 R e e . ARFEASRI A1 00, E 5

R P 1 B A R R S A B BRI E R SR R GUHE R UK

% Power Failure HBJF%3%

Eo

This particular type of downtime is supported mainly by the main UPS System

Backup batteries until the backup supply generator kicks in. It usually takes few

seconds for the generator to kick in. If the generator fails to kick in, the main UPS

battery supply can power up the IT Server Room for an average of 50 to 60

minutes (based on tests conducted regularly). In any other cases that if generator

fails to supply power beyond the 50 to 60 minutes, then procedures below should

be followed:

YRR, B HEUPSRG & b ftd, BERE&H BN TIE, @5
RN TAE R FRE LR B R TE] . R R B LANRE TAE, FEUPSHEIE H AT LA
TR S 23 HL 5 50-60 708 (T WHHEAT UPSTHCEE I ) o Wi SR AE 150-60

G R FHURIE AN BEIE® AR, 151845 N 5 FriRAt

0 IT department will be informing respective departments on the power failure

situation and will advise users to quickly finish and save any jobs and

shutdown all workstations.

ITHE TS ZBE R S ER T i o0, IF FE SO A 1 P PRk e il o B0k

A7 2T A AR & SR AT (0 A o

0 After all users are logged-off, downtime procedure should commence in the IT

server room. Interface PCs should be signed-off and shutdown.

P EGR I R GEE, RIS SLG W SATIENURE . R P A %

TR IR AR G0 HoRHL.

0 Opera servers and POS server should commence downtime procedures, file

servers, Delphi server and other servers should follow.

Opera PMSH %5 25 FIPOSHR 55 75 S A= MR 7, AR5 /& U ZS#% . Delphi

JR 55 2% AECA AR 55 9555 o

0 In the event of a prolonged downtime, the Business Continuity Plan for major

systems like Opera and POS should commenced (Please refer to chapter 4.16 -

Business Continuity Plan for PMS System and 4.17 - Business Continuity Plan

for POS System).

FERCK AU TA] B, S 3 22 R4t W1OperaMIPOS F 4t V. 55 SE 22 1 1K)
(152 1%4.16 - Business Continuity Plan for PMS System#14.17 - Business

Continuity Plan for POS System)

% Disk Crashes #155%3¢
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Since all servers are configured as RAID and consist of multi physical hard disks,
once experienced the disk crash, physical disk drive will indicate a red light
indicating that the disk is deemed unusable. The affected server is still usable and
no minor glitch of performance and interruption should be experienced by the
user. IT should exchange the backup hard disk immediately and log request to
supplier (e.g. HP,etc) to one exchange of the unusable hard disk.
FIT A IR 55 25 ERAE FH 22 AN SRR A8 2H A RAID TU AR BERE B 1, — BB Wt 2R3
V)RR AL IR B AR TR AT RN R DA AR o S22 R & 2R ATh R mT B
TAE, TP A A b W sl Ve Re 7 B S20 o ITR 232 %04 b 2% A A
FHHIRAE BRI CIHPES) o e 2R R A

% Computer Room Damage /[R% #0217
In the event of a damaged IT server room due to unforeseen events such as fire,
short circuits, server damages and collapsed racks, IT department should seek a
location wherein to transfer temporarily all major systems, equipments, devices,
routers and firewalls to keep the operations up and running. Business Continuity
Plan should commence prior to the movement of hardware and network
equipment. Any server or other hardware damages can be replaced under
warranty by your certified vendors immediately and restoration of all server and
software images should commence once all servers are relocated and up and
running. Limited network access should be communicated to all users and only
major systems will be prioritized to be up and running.
TR A B A A KK L R IRETERA0R . HLEE I 15 55 2 A L 24518
I, ITERIIR M R ARG, JEE . W B A A KBRS AL B — M
AL B ARIE IEH I8 E o EFER 2 H N 248 DS 2t R o 00R IRk 25 4%
A At ASE A I 224 57 20 68 2R (36 7 7 HEAT BE 0 HLR ARG AR EEAR B DR AT 5 B
Je s A R SS A% AT BLIE R JR S A TR o s Enpra B9 R REREAT A IR A X 2%
i, e T EE RGBT .

% Catastrophic Disaster KIEFEH
In this event of a catastrophe or fortuitous events, IT server room will not be
functional at all cost. If the hotel deemed to be functional, then it is time to
rebuild to IT server room or have it hosted outside the hotel. Recovery procedures
then should commence.
RAZINRAEF I, "THRS a2 AR TAE. AP iE R 24k s g,
7R ) AR IR AR e TR S5 28 0L )5

During a disaster or an emergency such as FIRE, FLOOD or etc, and attempt to vacate the IT offices
premises, IT personnel needs only to take out the backup tape set that contains all the data
including the database of all systems, user files and image of all servers.
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BREKR S KREERZRME, THAEFHEREN, TRTAFEE B RAAA B
CRAEITA RS RVER A TP SRR R 55 2 A2 1 i A B A5 S0 PES5) B & A ke

Categorized for two emergency events:

LTS rt

Hazardous Emergencies (Fire, Bomb Threat etc.):

fEREREN (KR JEBBIFE) -

In the case of a hazardous emergency (i.e. Fire, Bomb Threat etc) where there is no time to
normally shutdown the systems and data has to be secured out of the Hotel, the following plan is
to be implemented.

FESfER B BBl ANk NESRRTREE) A N A AT IE W IR A R GE, A RER B8 22 4
w7 AP RIS, ST 21

Power down servers, interfaces and network equipment as much as you can

SR REHIOC PR SS48  HE T HI . 4% e 45 1 LR

Shutdown main breakers located near the IT room.

FKPNITHLS B ) 32 L BT 4

Retrieve and take one full backup tape set and secure them with the anti-static bags

provided.
W — B A TN LR
Secure the IT Server Room and IT Office and vacate to a safe area.

BIFITHR 35 25 MLB AT I 2 3 1 ELAIGR] 3 22 42 X 3

Non-Hazardous Emergencies:

R ERFER:

In this case a non-hazardous emergency situation and IT department is needed to vacate the
building and premises. The following plan is to be implemented:

HIRE R SF OO A ITER T 75 2, St A

Retrieve and take the backup tape set and secure them with the anti-static bags provided.
e SR ONUIT: s SR

Secure the IT Server Room and MIS Office and vacate to a safe area.

BLFITHR ST SR AL DS AT Ip 2 28 3 HARCES 3122 4= [X 42k

Observe the SMS alerts coming from the main UPS, air conditioning unit and other alerts

from servers via SMS.

MEEMAUPS 2 1 Z GUAN A i 55 2t O B AT A2

4.6.5 POWER OUTAGE
IT SERVER ROOM POWER OUTAGE
ITHR 25 At 42 F

In the event of IT server room power outage due to unforeseen events in UPS malfunctions, fire or

emergency source not available, secondary UPS from every single rack will be available for a very
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short time which is enough to power down the servers before the emergency UPS runs out. The

following are to be done in case restoration of live power will be more than 3 to 4 hours:

GITHR AL 1T FUPS R G AR AN AT TRt b . A I H 5 S r U5 BE A 17 5% FL I
FERFHLZE EIEE —Z0UPS (B RUPS) Koo TAE — B LU B H 2 W6 5 P T A7 IR 55 2 PR I ]
L HRTE3-4 NI N AR BETR IR, 15 S0 F145A

IT will be monitoring the time value before the emergency UPS runs out of life.

IT i 28 55 L UPS TR R A% AR )
IT will be shutting down unnecessary Monitors and devices that will prolong the battery
life of the emergency UPS.
TR PAIAN 06 B ) 7R 2 AV DA AE K 55 B UPS I i AR IR [R)
IT will be informing the general manager / front office / duty managers that there will be a
prolonged system downtime. Duty managers will be responsible in giving the out the word
for every other department and outlets.
T3 A 23/ HT T 5 ME L H A KN R R G EIEL B TR @ MR 4
FoAth AN ER T IATE ML 5
IT will be informing the front office to do downtime reports as well as with the outlets.
And prepare them to activate the Business Continuity Plans for Opera and MICROS.
T TP R B 5 M0 T B LIRS o 5 LI 0 T 6 S MG Opera. IS
POS A Gt (Al 55 JESEPE TR o
IT will be informing the instant service that the interfaces will shutdown and they have to
do a manual check-in and check out of the telephone lines in all the rooms using PABX
consoles.
ITIE SR S5 PO BT B9 FRRE A 0L, RSSO B AHERR IR A 42 & BT Tk AT
TR HEIEZ I TAE
IT will be informing instant service to monitor all calls made from the Call Accounting
system as well as the wake up calls and do the necessary logging in the PABX console.
TR S5 O 4% FE TG TH 2 R BRI T A B T il sk DL Y B s i d %, JF
HAERE WAL H] & A ZERERAE
IT will be performing correct shutdown procedures for all the servers and interfaces
followed by the network switches, hubs, routers and other security appliances.
TR 4% FEOCHLAR 7 DG P A B IR 55 i ARz TR, SR UG DGR T I 48 A8 4L 2% B
IEM L4
IT will be monitoring the progress of the power outage and informing the general manager
/ duty manager the status of the power outage.

T2 I DL EERE ,  IF B BB iR OUIE RS 2 /(PR 22 P

POWER RESTORED Hi /11kE :

IT will be commencing the Power UP Procedures of the network switches, hubs, routers,
networking devices and make sure the LAN networks is up and running.

ITH TV T T T A B A AL B8 AR S M2 %, IR SR 38 Ja sh g 4T
EH
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interfaces.

ITHZ OTHURE 7 JH B0peraflR 55 4% AR5 A 3045 1 LN »

IT will be informing general manager / duty managers that the PMS System is up and

running and they can resume normal operations.

ITIE A DA ML EE H RAC LB istr. 0GR E IEF#E,
IT will be commencing Power UP Procedures to every servers and make sure the

operations is back to normal.

ITHLEIHLRE AT I P O 55 4% I HLB ORARSCER AR M R IR

IT will be logging in the power outage time, faults and solutions for the power outage to

preserve the downtime history.

ITIC SR F N o) iR R AR R 8, ORAF A LT SEE 3%

PLANNED/UNPLANNED FRONT OFFICE OUTAGE
THRI/AE TR BT B

IT will be commencing Power UP procedures for OPERA Servers, followed by the

In this case of FO Power Outage, Business Continuity Plan for OPERA should be activated, please

refers to chapter 4.16 - Business Continuity Plan for PMS System:

AT TS A, B sLjitiOpera PMSHNV & ZE 22 11Kl . 152 %4.16% Opera PMSMV. 25 2 221

il

4.6.6 PREVENTIONS

The best prevention in the contingency planning of any operations is there should be some

preventive measures or counter measures in placed in case of a real disaster. Business Continuity

Planning should be exercised annually and diligently carried out within the IT department and

relevant departments involved.

FITAT A (0 2 TS el v 10 5 e 1 1 73 A 1 5% 2 508 B L ) ST 5 AT o b 55 S 468

TS L 4 LR TR T TR AR AR OG0 1) A R I R AN 25>

The impact of crisis then will be much minimized and accuracy of operation will still be greater.

XA SEHLRIFZ IR 2 K RHUBEAR, AR TH AT BLIE R A AT Is R .

PREVENTIVE MEASURES — IT Server Room
TpsfEME - T BREBILE

FIRE PREVENTION [k

o Make sure no FIRE HAZARDS are in the main server room such as boxes, cartons, stack

of paper, old computers, cables and etc.

FAORAE LIRS AL BOA KRB, W1 408, 4RHE. I, W

| aar
?m%«go

o Smoke detectors are installed on the ceiling and are connected to the main fire alarm

system of the hotel.
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FERACHR | 22 e B e 2 01 HLE S BT )E 1) 1 KB R4
o Fire Extinguishers are place inside the server room.

FE R S5 E M5 A B K K% -

TEMPERATURE & HUMIDITY CONTROLS ik /5 i 5 42 1l

o Temperature control and humidity controls are connected to the Main Air Condition
System located inside the server room. Digital readouts and auto resetting features
are in effect to maintain the humidity and temperature set to cool the server room.
i 2 ) R A o i e B IR S5 s L5 B E s i R e, AR 2 HH s B 3
VAR AR

o Installation of an Environment Monitoring System is a must to fully monitor any faulty
conditions and the EMS should be linked to an SMS server that will message alert any
faults to Engineering, Duty Manager, IT Manager and Operators.

LRI I A5 R G0 058 A I A% AT BRI O, O ELE R SR 55 4% B
KRR BN B AR TR (HEEA R TR AL,

DATA SECURITY #fE %4

o Offsite backup and other redundancy backup is recommended to fully assure the
security of all data files, server images and other user files. It is always recommended
that the IT department should be commencing and exercise on backup and recovery
to make sure your backup system and your backup devices are fully reliable.
HEFF RS PP B SCE . RS SR B AR AN FoAth B P SCAR AT 56 4 i e b 28 A HCAR T
R o \THBITR 24 S 5 3 A0 VK 52 I CLRA DR BT Y %A R G AN 4% 03 B 6 56
AT EE.

POWER SUPPLY ffH

o MAIN and secondary UPS batteries should regularly be tested for reliability. To
maintain the UPS integrity, MAIN UPS should be tested at least twice a year and log
the power retention or the capability to power up the IT Server Room in terms of
minutes or hours. This should be logged in the UPS Integrity Tests logbook.
FUPSHI# FIUPSH HIIB S 24 5 AT PSRN . Dy 1 4EHFUPSH R SE1E, F2UPS
Z/RRENRR IR, 103 FIh AR BB TR S5 2T 5 Y 1 150 46 A1 PR 088 SR 1Y)
IfIE] /NI RI3 39D o IR LR 2 4 10 SR AE UPS T FEPE AT SR A s

4.6.7 EXAMPLE OF DATA RECOVERY
EXAMPLE RECOVERY PROCEDURES &K% S5

DATA RECOVERY H(EIKE:

In an emergency such as fire, flood or etc, and attempt to vacate the IT offices premises, IT
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personnel needs only to take out the one full backup tape set that contains all the data including
the database of all systems, user files and image of all servers and interfaces.

R A KT KRG R B LT T B, TR TR B B — A B & ey, 3
Bl O EIE . F P SO RS T ik 55 s A3 T BEAR ST

Recovery work should be done immediately when IT server room is restored back to normal. If
servers, network cores, UPS, electricity are in normal condition then initiate check routines to each
servers and double check all network connectivity, links, routers links to carriers and providers.
TR SS a5 b5 2 IR I B 24 S7 2 BEAT B O AR o iR ARG 2. 48 4% 0 UPSHTRE Jy it
RiAEFIEFARAS, MRS R aR RS a, JF B Eira M eEse, . %
EH 2% 2132 1 AL S P PR

Else, if servers, network core, UPS, electricity are deemed fail, then recovery on a stage by stage
should commence.

B, WRARS AR WIZAZ . UPSFIFE IR SZ BT, NS TF IR DR
Communicate with Engineering for the restoration of electricity in the server

room.
1k 2R AR BRI S IR 55 s B 55 O F BN

Communicate to UPS supplier for the restoration of the main UPS and other UPS.
K R UPSHE R PR &2 UPSHT AR UPS .«

Conduct integrity checks on all servers, interface servers, network core, cablings,
secondary UPS, links and racks, routers and firewalls.

LU T RS #5 BE0. WSO 8. ZUPS. JERL MM, B
s M7 K K P 5 B A

Communicate to supplier for the restoration of the main PCU air-conditioning unit.
I 2 A I P A 52 2 1 R 4 3 H s AR

Communicate to main hardware vendor for immediate replacement of servers,
network devices, cablings and routers.

SLZBR ZR T2 SRR BN P B IR 5 A AR R AT AR A
Communicate with supplier for the restoration and replacement of routers to
restore internet connectivity.

IF 2 4 I e A 52 R B 450 ot DR B2 SRR ) B 4

Initiate tape restoration on servers and interfaces image restoration. (this will
restore all the systems applications and the data that is last backed up)

TEUE FARG s 2 A Ak 55 4 ANEE 1 LI I B4R o (RIS IT A 1) AR G0 B FH K
AR i 2%y O 28

Initiate tape restoration on FILESERVERS for users’ data.

TE4E FH Rt Y2 S A IR 55 4 AT FH = 58l

Communicate with various vendors of Systems Application to do secondary checks
on all systems.

HWEN A RGN R HER X R Gt AT P e A .
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If everything is up and running, conduct system live checks and monitor users for
ay possible technical issues that will arise in the restoration of all databases and
files.

WER — V) IEEIEAT , BT R G007 2 JF R I I F P AE VKSR A ) s 22
ASCA I R aT i IR AR ] R

4.6.8 EXAMPLES OF EMERGENCY CONTACT NUMBERS

Below is an example of Emergency Notification lists and vendor contact numbers to be updated
and maintained all the time in case of such disaster arises. Having these contact and notification
list available in an easy to find place will most likely help IT communicate much faster and easier
when a real disaster will take place in your IT Server Room.

TN AN R 2 DR AR BT O E 9 U SRS A5 ) K S i AN R P I R S D Sk . AT
KL LRAFAE —NE GBI B BRSO FEANGE 5, TIRSS ML KA R AR, 0]
DA Bl TP 5 g AT I8

EMERGENCY NOTIFICATIONS ' S 4l

IT Department Names and schedules ITE5 | ] & T AR

IT Manager — (Name) Office: 1234-5678 / Mobile: 9876-5432
IT Assistant — (Name) Office: 1234-5678 / Mobile: 9876-5432
IT Staff — (Name) Office: 1234-5678 / Mobile: 9876-5432

IT department is providing a 12 hour on-site technical support in week days and will be
available again on a 24 hour on-calls on critical systems application problems.

ITH I AR H IR BE12/ NN B B3 HARSCRE, T8 RS FE (k24 /N G A5 o

Operational Problems #:/E ] fi:

In case of system breakdowns and other major technical issues, please call any of the IT
department personnel.

A ARG AR I oAt L ORBOR R, TEERRITE TS — A R T

If major system problems are identified, IT personnel will be liaising with vendors for technical
support and will be informing the duty manager on the progress.

— HH KRG RN, (TR RS2 5 RN R HOR SCRFORFRIRES , R A St e it e
WEH,
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During major and critical shutdowns, IT will be notifying the following personnel and

department in order:

FE T AR RGHFIENT, TR 850 T 5N AT

OPERA:

Duty Manager

Front Office

Instant Service

Accounts / Income Auditor
All Outlet Managers
Reservations

Sales & Marketing
Executive Office

MICROS

Duty Manager

All Outlet Managers

Front Office

Instant Service

F&B Office

Accounts / Income Auditor
Executive Office

4.7 - IT Devices not Being Used / Confidential Documents to Be Destroyed

T FH BT B AL SCRS I SH

4.7.1 POLICY

Any IT devices, equipment, spare parts that are already deemed old and unusable must be

properly disposed in a secured manner. And that the confidential data they hold is not released in

an unauthorized or accidental way, particularly that relating to employees or guests. This includes

storage media such as hard disk drives.

FRAT 2 A B T FH T a0 48 R 6 A1 A 2508 1oL 2238 X VR IR R - 38 i Bt JE A2 R &
B 53 Tl NHEE, ERGRAEE BAMOTEI0 N Ml Ee . XS G I I 5 S5 A7 il o

Any IT documents such as manuals, invoices, purchase orders, guidelines, old printouts and etc...,

should be properly disposed.
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PTG T RER RIWE 5378 IHEFT BSOS 3555, A 2B IR R 55

4.7.2 IT DEVICES

IT devices such as old desktops and laptops, hard disks, floppy disk, old media drives should be
properly cleared beforehand before disposal. Hard disk data in old computers may contain
sensitive data that might reveal confidential information about the hotel and the hotel guests. In
order to secure possible sensitive data from old computers, it is highly recommended that the
hard disk must be formatted and scrubbed before disposal.

T, ARG ANME ARG R, B (HBRIREh & R R T, FRTERRT
A . A2 H IR A b ) ECHE R RE AL A TR R 2 N IR R R s . N T
B D DA T P o 7 2 SR, s B R U R AT AR 5 A XA O ELHE R i B J5 4 REREAT 4
J% .

The IT department should be using software that can overwrite or format the entire disk. A check
should also be carried out to ensure the drive has been properly overwritten and that the files
created previously affirms that the data has been fully eradicated.

ITEB TR A8 AT LAZE 'S g s A W A B JF HLIRI N BEAT R 2, DARA DR AKX B 2 © I
W E S, JIF BAfA LA G ST o O s i B

Hard drives that are faulty or cannot be wiped of data should be physically impaired rendering the
unit inoperable prior to recycling or disposal.

A OB TCTFAAR 2 Bt B SR A IR 50 2 S0 AR AR PR A HEAT ) B

4.7.3 IT DOCUMENTS
IT Documents such as IT Manuals, old invoices, old purchase orders and other old IT print outs

should be properly destroyed or shredded.
ITSCRS, AT ISR TH ARG SR A TH R ITHT N4 L 22 38 5 B DI

4.7.4 1T DISPOSAL LIST

Any IT Devices or IT Documents that you are disposing should be recorded for the purpose of
inventory comparisons and inventory checks from the hotel owners. The IT manager has the sole
responsibility to create and maintain the IT DISPOSAL LIST.

T AT 5 AR R IT e BRI AR 75 2, MU T 1T FEAEAZ N AN T MV = 1) PE A Ao
Ao T ZHASTOIENLES 1T KIS .

4.8 - Protecting Files from Virus

4.8.1 OBJECTIVE:

To maintain data file integrity of software and hardware servers’ top performance through
protecting them from unwanted computer viruses, spy wares and unnecessary scripts which are
widely spread over the Wide Area Network, World Wide Web and Emails.
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DRAP B SO AN B AL )3 3 e AT L 5 P AL 3R A 35 FUI 25+ [RD TR AT AN 0 2
R BENAS iy 2 AR BB, DRAE BP0 P e BE PR I 55 A A (0 e (VR e

4.8.2 DEFINITION:

Computer Virus P22

A memory resident computer program strains that will cause severe damage and corruption
to files, databases and boot sectors. Existence of virus will affect mainly the hardware causing
hard disk failure and boot failures.

— PR R AE B N A s AT R, S R BOCHE . H EEAIREARE 5] 3 R X B AR A
BiR. W _EAFTERE R AT BE S R 2 BRI AR, anRE AR RORN S B e A .

Anti Virus Software B ZH1F

A program or system created to identify the existence of malicious computer viruses,
spywares & adwares in memory, hard disks and other storage media.

— P AT R AN BRAEE T U N AR A B HAd AR AE N oT b B s e B[R]
B S A SRR P EUE RS

Network %%

A group of computers interconnected to one another to allow sharing of computer resources
and other functions of such peripherals and devices.

— ZH AP b AR A S R I T AT A A L A % AN S ) FL

4.8.3 RELATED PROCEDURES:

1.

IT Department should ensure that anti-virus software shall be installed and updated at all
times to all workstations (user computers), all servers and all IT devices and peripherals linked
to the hotel local area network.

ITER IR AR AT 10 AR CRP D o ARS8 TR FAMA AR 2225 B3 2 1 I
HIE#T.

It should be the sole responsibility of the user to scan and clean their respective workstations
and computer files at all times.

P ST ANTE T B O Al A i SO

No other computer software or utility should be installed without the approval of the IT
Manager.

BOAITEHE R, A 2R AR B f i e B T

Computer games are definitely prohibited.

20 A8 1L PR IR o

Lewd and adult picture files are strictly prohibited.

TR AR A AT R R B S A
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6. All computer users whose workstations are attached to the network are not encouraged using
diskettes or thumb drives as a storage media for their data and files. Rather, it is
recommended that data files should be saved in the personal folders and has the IT
department do the backup and file storage.

JIT A A PR 1O o 180 FH P AN J A FH i o U 4 5 LA A i A TR AR A B AT S Ao
K B ST A7 A B N ST A 3 HL TR T BEAT % 3 AU S

7. IT department should conduct a periodic virus scans of all the data volumes in all the servers
and likewise all workstations should be checked on the spot especially those which are not
connected to the network and all the workstations used in the business center as public
computers.

ITHR T2 IR IR 55 2 0 B SO AR B AT 2 109, AR S S IR A U oA 4%
T [ 2% 5L T P T A'F 3l R 78 95 oo A8 2 P RO ) Al

4.8.4 PENALTY:

It should be the responsibility of all computer users to protect the data integrity of their
computers and peripherals. Any employee proven to be irresponsible should be subject for
disciplinary action for damaging company property through gross negligence or threatening
damaged company property either willfully or through negligence.

FITAT FR) LI P AT B A DR B A AT PR i o R A7 L A 2% FR) et 1 S8 B v o AR ART AN B AR 1 02 T
TR A SR AT T B WO A R 0 AR B AR

4.9 - New User (username and password)

4.9.1 OBJECTIVE:

To enable file security and preserve individual rights and authorization, thereby protecting and
securing computer system information from unauthorized users.

TRUESCAF I 224, 2580 FH P BOASZ 30 07 TR ACBR AT AL, AT ORAP HL I 2R G5 S5 1) 22 4 i
T R AL VT 6

4.9.2 RELATED PROCEDURES:

1. New computer users and existing users who will be accessing data and records in various
systems implemented by the management should be required to fill up the user rights form.
Meanwhile, authorized users who will be transferred to different tasks involving change of
user rights and existing users who forgot their passwords should likewise be required to fill up
the user rights form specifying that the user has an existing record profile and to prove that
the user is an authorized user of the system.

s B 1) 5 A R G A E SRR R A P R EIHE P AR R . 5 FIE,
Yl BT 75 22 B R AN PR ) B2 RS D I B 65 1) B3 A R S H PR A& IR %
RPN RGENENH, C&8f THBMEE IR
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2. Filled up user rights form should be completely sealed and confidential and will be forwarded
to respective department head for approval before forwarding to the IT department.
S 5 (1) FH R PR 2 B 122 76 4 5 B I OR T TR, KA 2 e BIAE OGR4 5 N s AIE s PG
IR .

3. The IT manager / IT staff prior to creating, editing and deleting of the user profile should take
note of the approved user rights form.
ITZ3/ TR TAERIE . miE MR P ECE SO AT, Bzt & H A RRE C 443 3 1E
TN OE i 8

4. IT department should ensure that all the user rights form should be kept confidential and
should be placed in a secure storage.

ITH0 T RCRf DR BT A B P BURR R AR, IR ORAFAE — DAt T

5. In case of employee movement or resignation, the respective department head has the
responsibility to inform the IT department for proper maintenance of the user rights and
profile. Alternatively on employee resignation, IT department should refer to the clearance
form or the resignation list sent by HR to the IT department for proper adjustments and
maintenance of the user.

78 51 TR EE B HAR, AHRER T 67 5 N A7 ST@ AT ST A2 e5oF A R ARG B Ao %
TR TTEER, ITER TR AR N TS A S A SE e ok L A R BB U B

4.9.3 PENALTY:

Individual computer user should be held responsible for his/her own user ID and password. Any
employee found using other user IDs with or without the permission of the owner of the user ID
should be subjected to disciplinary actions. Likewise, an employee proven to be responsible for
lending his/her password to other colleagues should also be liable.

MSE TSI R P A 5T ORE At/ L R P A2 RS o AR ART B3 T sl A A FH Atk N 1R A 44
M, TR SR BV R], R 2 204b s . [FIRE, R TR SRR S A
B NER, 2RI

4.10 - Resignation of Employee

4.10.1 OBJECTIVE:

To enable FILE SECURITY and preserve individual rights and authorization, thereby protecting and
securing computer system information from unauthorized users.

TRUESCAF I 224, 2580 FH P BOARSZ 30 07 TR A BR AT AL, AT DR HL I 2R G845 S5 1) 22 2 i
T R ZEFEALHIVT I 6

4.10.2 RELATED PROCEDURES:

1. In case of employee movement or resignation, the respective department head has the
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responsibility to inform the IT department for proper maintenance of the user rights and
profile.

£ 3 R B A, AR A B 5T N S STIE RNTER ] I 6 A2 SO P BURATRC B S A

Resignation report is being sent by human resources to the IT manager every month for the
latest resignations of employees to further check if the employees defined in various systems
applications are still active.

NFEEEA A K08 ol BR 72 A5 B S IR Ak asima 3, DAt — PR A8
RGHIXLL G THIE RS Oa LR,

Clearance form is in place by the HR department and should be passing through the IT
Manager and clear all access rights, personal folders, emails and permissions prior to signing
the clearance form of the resigned staff.

NFEHRTTHERS R B HR B3 TAZHETE B AT BOZ TS AR A e L TR R SRR A
NS H IR RN 1) VR AT 225

4.11 - IT Air-Conditioning & UPS — Sample

4.11.1 OBJECTIVE:

The purpose of this automation is to send alerts and messages to designated personnel assigned

to quickly respond in case there will be errors or faults with our main UPS systems and server

room air-conditioning system during and after office hours.

REATE 1 H 2N T AEUPS R GR35 A ML 2 1 28 4 Hh DA VR B0 b i, g3 45 12

H IR IE LR RE AN 53 LA B PR 1 1L

4.11.2 RELATED PROCEDURES:

1. The main air-conditioning unit is housed inside the IT server room and it keeps the servers

cool and in the right temperature and correct humidity.

CIRARNTHR S AL 55 Y 10 3 25 ) 2 50 P 3 42 i e 5545 0 Ll ) ARl AT FE

In order for the main air-conditioning to work in order, the health and status should be
monitored at all times, temperature and humidity controls are preset to keep the server room
safe and functional environment for servers and other main network devices.

N T ORAE I IR AR, S 048 B TARIRAS B 245 Sy 4%, R4 IR 2548015 1
AT SRR S5 7 LA S A 3 D 28 12 6 1) D) B P 458 2 SR T80l FEE AR JEE

Both main UPS and air-condition units are configured and are installed with an environment
monitoring systems that are directly linked to the network and to the SMS server.

FUPSHI 3= 2% 1 R LA G B AN 22 38 78 — DN IR 1% R 4t b IF H B Rk o 2% A v B I
5 dnAHERE .

4. When fault strikes on both UPS and air-conditioning systems below are the alerts to be sent to
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6.

designated personnel:

HUPSHIZE I R G0 R A NI, fi € H P2 2 BB (S 5

Below are the Alert Messages for UPS Systems:
PAT RUPSR LIRS B«

Utility Failure BT HRY

Utility Restored &3 T HIKE

Battery Fault FE b i [

Battery OK  Hijh[n] &

UPS Overload UPSid %

UPS returns to normal load UPSfi1 %k 1k & 1E
UPS Fault  UPS#H[#

UPS OK UPSTR A IEH

UPS Communication Failed UPSIHE TH R T
UPS Communication Restored  UPSIE Mk &
Output on Bypass 55 %

Bypass: returns on UPS 55 I 4 t Pk &2 22 UPSHin th
Below are the Alert Messages for IT Air-conditioning System:
DT RITZ ARSI RESEE

High Temperature Alarm - above 28 degrees Celsius il — L 288%% R

High Temperature Normal NGRS Y
PCU AirCon Alarm faulty 73 U] 2 ) 2%

PCU AirCon Alarm Normal T A E R
Flow Switch Alarm MEF R E

Flow Switch Normal METFRIKE IEH

PCU Power Failure Alarm P 50 A 47 1) 4 1

PCU Power Normal FEL Y542 il 2 K L T

Designated personnel that will be sent SMS Alerts and needs to respond in case there are IT
UPS and Air-conditioning Failure:

BUPSHITE R G R A SRR, TFIN R FERZMREH S B ma L.

IT: AllIT Personnel  FTA HIITHR T
FO: Duty Manager W T{E T4

Engineering: Duty Engineer, Chief Engineer  {H¥I TF2IH, & TFEIH

During Office hours, which is 9AM to 6PM for IT department, any SMS alerts coming from the
UPS and AIR-CON units will be responded by the IT Team
FEITH) ERRF RN (R R9si % i Ber) , ITHIBA i ST BRI B R E I 2 .

After Office Hours SMS Alerts should be responded by the Duty Manager, escalated to
Engineers on Duty and they will need to notify IT for proper analysis and resolutions of the
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fault problems.

FEITAE AR (6], AEEZ P DTAC R ENE B, A B AR 51— 1L 1 70 A AN A

TR IR 7] o

4.12 - Business Continuity Plan for PMS System

4.12.1 Objective

This Business Continuity Plan (BCP) will be updated in response to changes in the business

environment. The Information Technology Department will review the plan with the following

departments at least annually.

NG5BS v RV S PR B AR AT ST o ITHR T DA — S R AIE TR 2l 55 i et

ikl

[TTAront Office (Front Desk, Guest Relations, Concierge, Club Floor & Instant Service)

HIJTHER (AT, 2/ kA, ALIRES, ATEURARSS Fi)

[{THousekeeping Department
5

[[TReservations Department
€ &6

[{THood & Beverage Outlets
&7

This document outlines the steps required to operate the Rooms Division, Housekeeping,

Reservations Department & F&B Outlets in the event of scheduled or unscheduled system down

time.

ARG IR B TIE R G0 BGE B AME LR H I 18 P J5 R AR

4.12.2 Scope
This BCP is applicable for the following departments.

M S5 IESENE T G R AR T

[TTRooms Division (Front Desk, Guest Relations, Concierge, Club Floor & Instant Service)

P ER (R G, 2/ oRkA&, fLIRES, ATBUEARSS i)

[{THousekeeping Department
% 3 b

[[TReservations Department
TiE &5

[{THood & Beverage Outlets
BT

4.12.3 Definition

BCP — Business Continuity Plan M2 SEM1TR, &0 1 B 1k IR b 5547 9 1 H 7 T 4 2 37 114

ikl

4.12.4 Policy

This BCP will only be used in situations when it is determined that business impacts and /or
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business risk requires alternate business processes.
WA AR 5532 B R B b 55 XU A B IS G0 4 RE S b 55 2 e Rl DU e 1E 3 b 55
TR

4.12.5Related Procedure
4.12.5.1 Scheduled System Downtime iRl R Z =ML
SCHEDULED DOWN TIME

a. Front Office Approach Fi/T 354
Consider when the down time is scheduled to occur and the down time reports should be
printed and distributed accordingly by Front Office Duty Manager (DM).
Additionally, DM should also evaluate the need to print the registration cards and/ or
checkout folios.
ZIBB|RGATHRE TR, w7 E YL HE R 24T B IF By RAF LR E

Keep the reports required for Front Desk in an easily accessible and safe location so that

reports will be always be available during scheduled down time.
KT B 1F R E R IRCR IR AE — AN 5 IS I Hoz 4 B A7 B DASEAE TR R] BE AT
LA .

Scheduled Downtime Report Distribution t+&I1Z=H#R i 8 &% 4 K 5%

- (7))
Eow £
(%] (=
§ S e a S
Report Name - 2| v 5| 2 @ o=
& © 3 k) 15} 9 o
i} 2 e £ ) E-3
£ ¢ & o2 § ] =
£ 8 £ 32 3 o =
w & | o o - T it
Guests In-House in Alphabetical Order 1 1 1 1 1 1 6
Guests In-House by Room Number
1 1 1 1 1 1 6
(Including expected departures)
Vacant Rooms 1 1 2
Room Plan 1 1
Pre-Blocked Rooms by Room Number 1 1 2
Open Balance All 1 1 2
Arrivals Expected (for 2 days) 1 1 1 3
Reservations Arrivals Detailed Preferences
1 1 2
(for 2 days)
Specials Forecast (for 2 days) 1 1 2
Departures Expected 1 1 2
Messages Guest In-House & Due Arrival 1 1
Guests In-House w/Cash Payment Method 1 1 2

b. Down Time Reports for Rooms Controller /5 /5 & 22 FZH 7R 7
*  Check Out Room List
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Sk 5 1) 5

*  Vacant Rooms (Filtered by room status: CLEAN)
THER  (aA: B

*  Departure Today (Filtered by include: DUE OUT)
SHBEFR  (EA: “TrBE")

c. Housekeeping Approach % /7 S51E#-:
The down time report (Housekeeping Detailed Report) should be printed by Housekeeping
Clerk / Supervisor / Asst Housekeeper prior scheduled down time.

FETFRIERLRT, 20 b3 B i PERTIT EMERLIRE CRIREMAIRD

d. Reservations Approach Ji & B5HE 45
The down time report (History & Forecast report — Next 3 months) should be printed by
Reservations / Revenue Manager prior scheduled downtime.

THRMEHLATBUE MO BEAR AT VAR R (= AR L 50

MANUAL PROCEDURES DURING SCHEDULED DOWN TIME
WRHEN R F TEERR
a. Front Office Executive / Duty Manager Fii/T 5551 FE N/ (6 HF 42 FE:
*  Down time coordination, advice staff when system is off-line and distribute down time

reports.
VERRGUEHUN PR G2, @ AL (] 3 H 2 A AR R .
*  Advise housekeeping on a regular basis of check-in and check-out.
7E JIHs 2 NN B 5 A 03 25 5 0
*  Ensure forms for manual procedures are available for the staff.

R D3 T RENE AT 2 T T35 8 I P i R A%

b. Rooms Controller /Z/H]# %) :
*  Allocation of vacant rooms.
o3 Be AT FH 2 by
e Call housekeeping on a regular basis to receive vacant / clean rooms and update the
manual sheet.

SE PR 2 /T AR B AN 5, IR HAET R BT

c. Instant Service R4 50
*  Prepare a soft copy of down time report in their local PC.
FENR S5 HC BN b ARAT — 5 BIL AR R B DL
e Buffer all call charges in Call Accounting System.
W T O RGHUITE O B N AME I EPMS RS 1 o
*  Receive check-in and check-out updates from Front Desk / Club Lounge to activate and
deactivate telephone lines manually via PABX console.
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W BT & AT BUE I 2 AN/ B R A S, AR HNES 6 BT TP RE T
CIRREE R
Update manual sheet

BT LR

d. For Guest Checking InZANALE:

Obtain a vacant room from Rooms Controller.

M5 [ 57 A A 31— () 45 5

If the guest has a reservation, check for a pre-printed registration card / if the guestis a
walk-in, obtain a blank registration card or registration form to complete.
WERENEHGE, MHEATAERATEEF &L~ LIUEMEEHTaEILRT
T,

Mark the registration card to indicate that the guest is not in the system and pass it to
Front Office Duty Manager.

FEE LR AR 2 ANANEE B SR 48 I F 3 2 4 i T R B

Determine settlement method: follow manual credit card authorization procedures / if
guest is pre-paying with cash, use a log sheet to record the transaction.

&AL RBEHRT LR, R NTA e, ¥2 5804
w"HE L.

Follow all normal check-in procedures.

S IEERANERRF o

Highlight the guest name and room number on Arrival Detailed report to indicate that
the room is occupied.

£ “Arrival Detailed Report” FXH4% N B4 A1 b5 Shnic b5 W © 2 b .

Update Rooms Controller and Instant Service Department as often as possible with the
check-in.

SLZ 38 R 16 2 1 0 G AR 55

e. For Guest Checking Out ZN 221K 5%

Use pre-printed check-out folio to be presented to the guest for review and approval.
HE SR AT T ENLF K 8045 25 N EB A o

Check to see if any additional charges have been received for this guest.

o B2 1A 2 N A ) FLAth e 3%

Accept payment from guest.

B2 2 NI K

Ensure you have full registration details, so a copy of the final bill may be sent to the
guest.

BRI S A E B EILE R, DUES G R s KB 3% DURGR N .

Update Rooms Controller and Instant Service Department as often as possible with the
check-out.

SEZE RN 5 B4 T AR 55 e
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f. Posting Charges A Ji:

If a guest has incurred a charge, note the room number, the guest name, the transaction
description, the transaction code (if known) and the amount; and inform Front Desk /
Club Lounge immediately.

WMRFENTAET R, kb9, BANLT, ZHNH, Lo R e s
MEH. I HILZE AT G /AT B0 .

Update the Open Balance report.

SR ARIE R AR

g. For F&B Outlet&/T:

Post all guest bills to offline mode for all settlement type (Cash, Credit Card, Guest
Ledger & etc).

LA AR NGk, SFEAERAEOT (e, BEHR. HEKE
Send one copy of Guest Ledger folio to Front Desk / Club Lounge.

R4 3 K A I B — RIS S5 5 AT U

h. Housekeeping Clerk / Supervisor / Asst Housekeeper 2 /335 R 1t/ T &/ £ PR #E:

Obtain room status updates from Housekeeping Maid / Floor Supervisor via house
phone.

IS I MR RIS 0 R B A o A2

Update the manual house status sheet (Refer to Hotel Manual Housekeeper Report).
BT LHEE&R.

Update the Rooms Controller as often as possible with the room status.

LK BT B A A AT KN 75 18] 42 11 5

i. Reservations / Revenue Manager Fi &/ I 73 22 PE:

Ensure forms for manual procedures are available for the staff (Refer to Hotel Manual
Reservation Form).

W ER 2 TREREAS 2 T Tis B N Fr R 8%

Ensure dedicated reservation staff checks reservation bookings from HOLIDEX regularly.

AR T 35 02 AT 44 22 MAHOLIDEXR H) T 5E o

4.12.5.2. Unscheduled System Downtime& 4t R G fEH1
UNSCHEDULED DOWN TIME

a. Front Office Approach B /T B5HEA:
The down time reports should be printed by Front Office Duty Manager (DM) every four

hours throughout the day so that the most recent reports can be obtained immediately.
AT AL B/ NN T BN R, S MENUR AR, & A AT N — i & .

Keep the reports in an easily accessible and safe location so that reports will always be

available during unscheduled down time.
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e v 6157 F IR R RATAE— DR 5 UG IF Hod & 10 A B DUEAE TR 1 ALY 8] B I m]
PLiE

E

o

IS

Unscheduled Downtime Report Distribution = #MEHLHR 2637 8 &% 4 &

- (7]
B ow £
(%] (=
§ S e a S
Report Name - 2| v 5| 2 @ o=
e = 4 & ¢ £ °
- 2 e £ ) E-3
£ ¢ & a2 § - =
£ 8 & 32 3 o =
w & | o o - T it
Guests In-House in Alphabetical Order 1 1 1 1 1 1 6
Guests In-House by Room Number
1 1 1 1 1 1 6
(Including expected departures)
Vacant Rooms 1 1 2
Room Plan 1 1
Pre-Blocked Rooms by Room Number 1 1 2
Open Balance All 1 1 2
Arrivals Expected (for 2 days) 1 1 1 3
Reservations Arrivals Detailed Preferences
1 1 2
(for 2 days)
Specials Forecast (for 2 days) 1 1 2
Departures Expected 1 1 2
Messages Guest In-House & Due Arrival 1 1
Guests In-House w/Cash Payment Method 1 1 2

b. Rooms Controller Approach /Z/H]#5 %) FHEA:

The down time reports should be printed by Rooms Controller every four hours during

working hours (9 30am to 7.30pm).

%IEU%I‘%J P/INIPFT ERR FIEHLAR R
Check Out Room List

/url}&}%l‘i”ﬁ%

*  Vacant Rooms (Filtered by room status: CLEAN)

ThHEE  (FE: TEE7)
*  Departure Today (Filtered by include: DUE OUT)

SHBEIEFER a8 “TukEhD

c. Instant Service Approach R4 104
The down time reports should be printed in soft copy by Instant Service Agent every four
hours throughout the day.
JIR 55 HhCe 5% 250 DU /N T BT B4R 3K
+ Guests In-house by Alpha 1F)E& NIEH. L& FHEF
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Guests In-house by Room ¥ 5% NG DL 5HEF

d. Housekeeping Approach /7 S51E#-:
The down time report (Housekeeping Detailed Report) should be printed by Housekeeping

Clerk / Supervisor / Asst Housekeeper at 7am / 9.30am or 2.30pm / 5pm or 7pm / 11pm every

day.
% 5 B K F7:00am, 9:30am, 2:30pm, 5:00pmE7:00pm,11:00pm+T EJ T FI{EH R &
CRIRSIP40E)

Check Out Room List

5K 5 1) 5

Vacant Rooms (Filtered by room status: CLEAN)
THER (FA: BED

Departure Today (Filtered by include: DUE OUT)
SHEEFR  (Ed: “BitEiE")

e. Reservations Approach 7 & 55
The down time report (History & Forecast report - next 3 months) should be printed by

Reservations / Revenue Manager every 4 hours

e M BEAE DU/ N TS AR R (A AP S E g .

MANUAL PROCEDURES DURING UNSCHEDULED DOWN TIME
BAMENUARF TR ERF

a. Front Office Duty Manager 5j & B HF 42 2Z:

Advise IT Manager immediately.

ST FNTA P

Down time coordination / advice staff when system is off-line / distribute down time
reports.

VERRGUFHLN PR G2, @ AU LI (] 3 B 2 A AR .

Obtain most recent information from housekeeping.

NS o A B BT A R

Advise housekeeping on a regular basis of check-in and check-out.

JE I 2 N ONAT B 8 i 1 0 2 R0 2 s

Ensure forms for manual procedures are available for the staff.

B OR 03 T RENE AT 2 T T35 & I P 7 A%

b. Rooms Controller Z/a]# %) 7:

Allocation of vacant rooms.

paN el

Call housekeeping on a regular basis to receive vacant / clean rooms and update the
manual sheet.

SE PR 2 /T b AR B AN 5, IR HAE T R BT
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c. Instant Service R4

Prepare a hard copy of down time report from the dedicated workstation.

MR LF — 3 4T B S HLAR R

Buffer all call charges in Call Accounting System.

W T O RGHUITE O B N AME i EPMS RS 1 o

Receive check-in and check-out updates from Front Desk & Club Lounge to activate and
deactivate telephone lines manually via PABX console.

W BIHT & AT BUE I 2 AN/ B A S, RS HAES 6 BT TP RE I
FERFTE

Update manual sheet (Refer to APPENDIX 4.16.1).

BT LR

d. For Guest Checking InZAALE:

Obtain a vacant room from Rooms Controller.

M5 [ 57 b A 31— (8] 4 5

If the guest has a reservation, check for a pre-printed registration card / if the guest is a
walk-in, obtain a blank registration card or registration form to complete.
WERENAHE, (EHRATAES AT & I0 k. LHUERREH T BREIL R T
T,

Mark the registration card to indicate that the guest is not in the system and pass it to
Front Office Duty Manager.

FEE LR AR 2 ANANEE Ha I SR 48 I F 3 2 4 i T PR B

Determine settlement method: follow manual credit card authorization procedures / if
guest is pre-paying with cash, use a log sheet to record the transaction.

ST ik HRER R T LROGEFAAE, R ATAIE, K25 EiLfE
b

Follow all normal check-in procedures.

Y IEE RANERRF o

Highlight the guest name and room number on Arrival Detailed report to indicate that
the room is occupied.

£ “Arrival Detailed Report” FX44% N B4 A1 b5 S hnic b5 B © 4 b .

Update Rooms Controller and Instant Service Department as often as possible with the
check-in.

L2 I K 75 18] 47 1) 0 63 AR 55 F Lo o

e. Posting Charges A Ji:

If a guest has incurred a charge, note the room number, the guest name, the transaction
description, the transaction code (if known) and the amount; and inform Front Desk /
Club Lounge immediately.

WMARFENT LT —HA, RS, BALT, ZHNH, LhRg (WRAHD
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MEH. I B L@ AT G /AT B0 .
*  Update the Open Balance report.

SR AR R AR

f.  For Guest Checking Out ZA £k

*  Use the Open Balance report to find the latest balance.
CULSER R S T EINZ N UE S F N

*  Check to see if any additional charges have been received for this guest.
KA RS & NI AR 2%

*  Accept payment from guest.
Bz NS R, I BAERS il sk EEad.

*  Ensure you have full registration details, so a copy of the final bill may be sent to the
guest.
RIS A R R EILE R, DUMES G R R KB 3% DURGR a2 N .

*  Update the guest’s account balance on the Open Balance report.
FEARTE AR EUHR L5 E 2 NI R

*  Update Rooms Controller and Instant Service Department as often as possible with the
check-out.

L2 I K75 18] 42 1) T 63 AR 55 Lo o

g. For F&B Outlet&/T:

*  Post all guest bills to Offline mode for all settlement type (Cash, Credit Card, Guest
Ledger & etc).
LA NGk, SFEARAEOT (BlE. BEHR. HEKE

e Send one copy of Guest Ledger folio to Front Desk / Club Lounge.
W HE B 1R K B — TGOS 2 i 6 AT Uk

*  Consolidate all guest bills settled under Offline mode and pass it to Front Desk for
manual posting when the system is available.

HAGKENS, B IFPIA M BB (AR K IS4 /T &

h. Housekeeping Clerk / Supervisor / Asst Housekeeper 2 /335 R 1t/ T &/ 42 PR #E:
*  Obtain room status updates from Housekeeping Maid / Floor Supervisor via house
phone.
IS I R E RS 1 R B A o A2 .
*  Update the manual house status sheet (Refer to Hotel Manual Housekeeper Report).
BT LHEE&R.
* Update the Rooms Controller as often as possible with the room status.

LK BT B A A A KN 75 18] 42 11 5

i. Reservations / Revenue Manager Fi &/ I 73 25 PE:
*  Ensure forms for manual procedures are available for the staff (Refer to Hotel Manual

59
The largest FREE resource tool for Young hoteliers and seasoned professionals

INNARCHIVE.COM

© 2017



CODE: 08.01.001

RESOURCE LIBRARY

IT TECHNOLOGY EDiTION: 1

PAGE 60 0F 72

Reservation Form).
T ER 2 T REREAS 2 F i & N I R &A%
*  Ensure dedicated reservation staff checks reservation bookings from HOLIDEX regularly.

T DR T 5E 50 172 AT 2045 A NHOLIDEXSR R FHUE o
4.12.5.3 Follow up when PMS is online R 41k 5 J5

FOLLOW UP WHEN THE SYSTEM IS ON-LINE

a. IT Department /i
*  Advise all PMS user the system is back on-line.

WRIPTA ARG C AR

*  Check PMS processors (Forecast / Business Event / FO Act) are in running state and

Holidex Service has been restarted.
K RGP A R 41217, HolidexIkR%s CEHFTITAA

*  Check interface postings have restarted / determine if buffered charges will
automatically update the PMS.
Kt O O EAEIK, WASA 79 s B S B RSN .

e Perform database swap for HSIA / PABX / Call Accounting interface.
XPREAT . R AL LA S S T 9 R G E L AT Hs se e B

b. Front Office / Club Lounge FJ/T/ 7B

*  Check guests into the system.
KAEEZ AN RS .

*  Post remaining charges from the transaction log sheet.
FINLEAL Gy e R HAb 2R A

*  Check-out any guests who departed during the down time.
TE 2 G50 N KA B TE] 5K 1 2 N\ At ik 29 )5 AL 2

*  (Clear the ‘Lost Interface’ folio.

PSR RE 2 PRSI

c. Instant Service R4 4
Check Call Accounting interface postings have restarted / determine if buffered charges will
automatically update the PMS.

B R TH 2 R g% D AR ALK, BIASAF M2 I B S B B RS

d. Housekeeping Z /555
Update all room status.

FERGN A A

e. Reservations & 55:
¢  Verify that all cancellations and reservations haven been updated.
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BT HEBUH MR 7€ AR A RS
*  Perform PMS Inventory Synchronization.
AT RGEAEFE
*  Perform OXI Resynchronization for Blocks & Inventory.

X OXITHE M EEAT BEAT BT [F) 0
4.13 - Business Continuity Plan for POS System

4.13.1 Objective

This Business Continuity Plan (BCP) will be updated in response to changes in the business
environment. The Information Technology Department will review the plan with the following
departments at least annually.

M 55 ST RIAR A L S A S AR T SR . ITEB 1 2D R4 — IR T 050 TR Ak 55 R 1
Tl

*  Food & Beverage Outlets & /T

This document outlines the steps required to operate all Food & Beverage Outlets, Laundry
Department & Business Center in the event of scheduled or unscheduled system down time.

AR IR BT TIEPOS R G TR B RAME HUTCVE 8 IR a8 & B s I R F R

4.13.2 Scope

This BCP is applicable for the following departments of the hotel.
WSS ETHRIE T R AIER T

*  Food & Beverage Outlets & /T

4.13.3 Definition
BCP — Business Continuity Plan V-SRI, 0N 1 Bk 155 2547 ) A 7 T 4 2 7 i1
&I

4.13.4 Policy

This BCP will only be used in situations when it is determined that business impacts and /or
business risk requires alternate business processes.

A AR S5 32 B0 B b 55 XU AR B 15 G0 4 RE SV 55 2 S TR DUE e 1E 3 L 55
TR

4.13.5 Related Procedure
4.13.5.1 Scheduled and Unscheduled System Downtime
SCHEDULED & UNSCHEDULED DOWN TIME_it%il5 & A4l

a. F&B Outlets Approach&/T /%
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Each outlet cashier counter should have followed package items available. When the system is

down, F&B is to arrange sufficient staff to work in the counter for manual operation. Outlet

supervisor to patrol each outlet to assist and to send guest checks to Front Desk for posting. All

cashiers are to be trained on the manual procedures for guest check settlement including the use

of calculators for bill computation.

Bl RUAOUCERAE & LA T A e 2 RGN REIEH A, ARER N % 2 HE 2 1
AL ANAT T TIBFRHR 2. 5ol S S BN RO A R ol i AT AL AR (A B, R4
el ) B NTH SR OB B R B BEAT MK, X B AR B3 AT T 5K AR RE e (5

P SRR R IR C RN Ik €

Supervisor / Assistant Manager / Manager should ensure all items in the Contingency Package

listed below, are in proper working condition and complete. Any discrepancy should report to

Finance Department immediately during working hour.

TR/ B A B R ORIE N, ST R BTG K P S IE R TAREIE B QAT 1R N 7 %)

e W 554

Evaluate the need to check all package items every day prior start of the day.

FERE H AR TR AR P 5 2R & F I

F&B Outlets:
No ltems
1 Cashier Balance Report W4R 5t R%H &
2 Daily Void and Explanation Log
EVH T B B
3 Manual Captain Orders 5 T. 5.
4 Manual Guest Check F L& \JKH
5 Tax Invoice K 2%
6 Calculator 1%
7 Receipt Book 4
8 "PAID" Stamps “CLA 3" K &

4.13.5.2 Manual Procedures during System Downtime

MANUAL PROCEDURES DURING SCHEDULED & UNSCHEDULED DOWN TIME

a. Outlet Supervisor / Assistant Manager / Manager /T 1= £/ B PE4Z BEf 42 7
. Down time coordination / advise staff & kitchen chef when system is off-line.
O SEHLEMAN, 80 5 A0 T R S5 HLI ).
. Ensure Contingency Package is ready for distribution.

TRUER. SR 5 AR D e 4
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b. For Order Taking 5 £:

1.

Waiters/Waitress will take orders from guests using manual Captain Orders.

JIR 55 SR ZA%E P T A R B HEAT RS

Upon receipt of Captain Orders, the cashier to post the orders to the manual Guest
Check immediately.

FEWCE) TSN, WSO SR 7 2R 2 f SR b (5 B T DInfE R ARk & b

Clip the Captain Orders together with the Guest Checks and put them into pits according
to table numbers.

T L RN B S 7S fE — I F R e B EAR T & 5 KB ZE A

When guests ask for the bill, take out the Guest Checks from the pit and calculate the
total amounts of the Guest Checks with calculator. After that, give the Guest Check to
the waiter/waitress for presentation to guests.

o NEEREGRIN , MARRL (%7 2 NIk B T Insas vH 5 S e, B
Ja R ST Bk NI 2382 N .

c. For Bill Settlement by Cash <& 20K:

1.

Stamp “Paid” to the Guest Check upon receipt of money.

B4 J5 72 & Nk 3. &% - “PAID” %

1% copy of the Guest Check to be returned to guests for record

R N IR LR 28— BRATIR 45 % N

2" copy of Guest Check together with Captain Orders to be kept and submitted to
Finance.

e NI AL 58 IDOAN T T SR AE 2 T 5S40 W 550

Mark down details of the Guest Checks to “Cashier Balance Report”.

FEUSCER K H R 5 R 2 NIK LRI 4H o

d. For Bill Settlement by Credit Card 15/ F£HK:

1.

Post the credit card to the EDC machine with the total of the Guest Check amount.

A FHERAT (R AL e AR B ) <80

Pass the credit card voucher to the waiter/waitress for guest’s signature and return the
credit card and the customer copy of the voucher together with the 1st copy of the guest
check to the guest.

EE R BAZG IR ST BIF R N7, SRR (5 PR AR B 2 R DL K K B
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2R — Bk FAZ g 2 N

2nd copy of Guest Check and credit card voucher together with Captain Orders to be
kept and submitted to Finance.

o NI B R 27 IBRATE S BRI s AR 28 W 55 8

Mark down details of the Guest Checks to “Cashier Balance Report”.

FE MR B3 ARAHR R 5 R B NIK L _E WA

e. For Bill Settlement by Guest Ledger Z£JK:

1.

Verify the room number and guest name against Registered Guest report that is sent
from Front Office.

W B RT & 5 BB )5 2 NIRRT 2 NI B )5 k47

Telephone Front Desk immediately with the details of the Guest Check including room
number, guest name, outlet name, Guest Check number; amount and record the name
of the Front Desk staff that received the call.

SLZFTRIGEAE &, SRE S A TR ANKE ERTEGIAS, SFERE RS, BN
BRRS i EARR BN SAD, IS S, JHos MR G A TTH
A

Send the 1°*' copy of the Guest Check to the Front Desk.
e NIK LR 28— BOE 2T &

2" copy of Guest Check together with Captain Orders to be kept and submitted to
Finance

% NIK B FR) B8 BN T 1 RSB — AR AT 45 I 45

Mark down details of the Guest Checks to “Cashier Balance Report”.

FE MR B3 AR AR 5 R B NIK L _E R4

f.  For Void Items and Checks: Z 354 84 &4 252

1.

Fill in void information into Daily Void and Explanation Log.

FERUH I H L &id.

All voided items and checks must be viewed and approved by Outlet Assistant Manager /
Manager.

JIT A BT R T e 25 i 4 7 B B 2 PR e 22 BRAG E0F HoAtt .

Attach all voided checks together with Daily Void and Explanation Log prior submitting to
Accounting Department.
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e B A U BOTK B B R S e T 25

4.13.5.3 Follow up when POS is online R &k 2 J5
FOLLOW UP WHEN THE SYSTEM IS ON-LINE
a. IT Department:

*  Advise all POS user the system is back on-line.

TR RIPOSH F 24t & FisqT.

*  Check POS interface postings have restarted.

K2 PosE AR E TAE.

b. F&B Outlets&/T:

e Upon the system retrieve to operation, the waiter/waitress has to post and print checks;
the cashier will close the check in POS system. For any guest ledger charges, the cashier
can use offline to close the check.

—HRGWFIEHR, RS R Rl BRI TFAT R 5, Y8R S Z0FEPOS 5
girhoc PHMKER, dn BEE 2 IR B AT HR AL T, USCAR B RS DA FH B AR S T 2 N
IS

¢ All manual check must be attached with the correspondence printed checks. Especially
for those checks settled by guest ledger.

PP T A B 2B PR AR I 2R e T B H SR MR B, R Tl S R 2 MK AR

5. IT Standards

5.1- Hotel Firewall / Public IP Addresses

5.1.1 IT STANDARD HOTEL FIREWALL

Hotel administration Internet access must be protected with a hardware firewall.

T ) 7 B 0 2% PR TR I 7 i) 0 2 ER B AP 7 KR AR AP

Hotel Administration Internet connections must be separate from the guest High Speed Internet
Access (HSIA) in guest rooms, meeting rooms and business center.

T )5 7 B DX 248 ) SRR X U7 ) 5 2 B e WU IR 55 RO i) % FH Dl RLRE R R 48 (HSIAD
OR824

5.1.2 HOTEL PUBLIC IP ADDRESSES

5.1.2.1 Public IP Address - An Internet Protocol (IP) address that is designated for use in a public
domain, such as the Internet. A public IP address is in contrast to a private IP address, which is in
an address range designated for use only in a private domain, such as a local area network (LAN).
APNPHENE- — DIRPIRL(P) b, FREH T oA M A R4 . 5 AHIPHIbEAEEE, —A4
A IPHIE R AERS R R UL G N 8 8 T — AR SR AL A 384
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A computer on the Internet is identified by its IP address. In order to avoid address conflicts, IP
addresses are publicly registered with the Network Information Centre (NIC). Computers on
private TCP/IP LANs however do not need public addresses, since they do not need to be accessed
by the public. For this reason, the NIC has reserved certain addresses that will never be registered
publicly. These are known as private IP addresses, and are found in the following ranges:
FESRE P E I R IR B8 FLIPHBE X 73 o O 7 S bbb ph 5%, IPHiuE S (Rl 245 2 0 (NIO)
NTFEMN T EFAETCP/IP R P Y FUIN AN 5 224 FH BBk, NORABATT AN 75 B8 22 X 17 1]
AT H Y, NICERER T —Le bk BRAN 3 B4 A W o £E DATF 6 13X Lo Bk A BR O FAAT 1P I«
From 10.0.0.0 to 10.255.255.255

From 172.16.0.0 to 172.31.255.255

From 192.168.0.0 to 192.168.255.255

5.1.2.2 Administration internet use ‘& ¥ M 4% i) RI4RE R V5 ) -

It is recommended to have at least Public IP addresses readily available for outside interface on a
NAT translation for secured remote purposes, secured VPN or CITRIX use for the hotel. Hotel IT
manager should know how to configure the main firewall to do the configuration else please refer
with the local vendor support.

A DA A SN PHUIEBE I TT DALY (1) X 25 bk 3 R AN B A, DA 22 4 (R RE 7 )
UM {8 F VPN ERE CITRIXES o 19 148 B 24 11 T G e FC B B i, AR ) T B 7
A DAIBG 8 AN b 1 7 5 (KR SR

5.1.2.3 Guest Internet use 25 A\ ZERERI 15 ] :

For the guest internet access, it is recommended to have at least 40% of your total guest room
inventory of the total of public IP address. Public IP Addresses can be requested from your local
ISP. They come in groups of 16, 32, 64, 128 counts.

T2 NRIREE R G 1], HERE 25 /DR B 5 s s Ba0% i A kPl 28 Stipsthdil ) 5 1 24 3 )
ISPFATE . M ATTHZZH G, RE41N16, 32, 64,1285,

Public IP Addresses needs to be configured and added in HSIA provider DHCP server for the Public
IP Addresses to be distributed to the guests’ laptops/computers once they access the internet
from the guest rooms. These Public IP Addresses will address the problems of the guest not able
to connect to their company VPNs. Although new VPN technology now does not need a Public IP
Address to communicate peer to peer, majority of the Company VPN used by the guests are still
requiring a public IP address to communicate well with their VPN server in their company.

A FLIPHILHE TR EAE BT I RS IDHCPAR 55 #s EdHAT A INAIEL &, DAMER ANAER by 3 R Ry
WX 73 Fe 25 2 N B ZEC AR R o 1X AN A SR IP K e 28 N e 2 2 1) FL 8 W] R0 5 FH )
251 R B SRR ) REAEL L FH Y 2% (VPN) AN 5 224 FIP Ml 04T fx) s, R ZHE AL
F)F (P R0, XATY AR 75 L0 5 2 1Pt il > 5 028 ] 1 R 40 D i 25 2 L

5.2 - Anti-virus Standards

5.2.1 INTRODUCTION
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This document is intended to set out the hotel operational and technical requirements for the

antivirus systems.

ARSCR ) H 2 AL IR B9 85 R 4L Is S MR ESR

5.2.2 REQUIREMENTS

It is essential that every workstation, laptop, server or other computing device be installed
with suitable antivirus software.

RN TTARSG . FEACA . R S5 A% A A FLUR 1 6 22 20 4 BB 2 R AR LR

At least weekly, virus updates are to be forward either manually or through an automated
process to all workstations and servers to ensure that the latest antivirus definitions are
loaded on all systems.

/R IR, R EE R A B B e T LR 55 A B A A A Ak 25 A L
PAPRIE BT 1R 28 G A N85 5 T BT 55 5

All approved systems and applications are certified to work and to be supported on the
recommended antivirus systems above.
T A L AE IR R G A0 8 R A b IR HE I B R R G RAIE, AT DRSS TAE I HAS 35

o

In addition, all approved vendors have certified their applications and systems to work and be
supported on the recommended antivirus systems above.

UeAk, I AR BIAEAE R HE R R, ERDAGEARATTIR N A R G 1) AR BB AE IR HEF R BI7
BARG N LE, HFHAIR.

McAfee Active Virus Defense has the following benefits and features:

McAfee = 311795 £ 55 18 A DL R F1 2 AR £

> Broad protection | VZ KREY
To protect against all types of viruses and malicious code, including new and unknown
threats

E SRR B AT CASRAR B A SR A R B AR A, AL X AT AR K 4 B

> Cohesive integrated solution & HIfERTT R
Active Virus Defense’s tools combine to seamless operation in a coordinated,
easy-to-manage solution

TR TR RS N TEENBR T ZT

> Complete system protection £ K] RGRY"
To get comprehensive protection for desktops, file servers, e-mail servers, and Internet

gateway

PR TARSE A . SCAFARST A% W AR 55 2 A SRy I 7 FR) 4 T PR3
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Single console management E—&F AR

Used with McAfee ePolicy Orchestrator, Active Virus Defense provides a complete,
single-console, security management solution, including detailed graphical reporting
it McAfee ePO¥MT, TANEERIHIAT LLR Mt — DN mma . BB A e 2 28
PRI R, BFEEAR B R .

Updates itself automatically H )51
Active Virus Defense automatically keeps computers with the latest security updates, so
that IT staff does not have to spend their valuable time on manual processes

H a3 aHH, TR LA L2 F LERAF T 10 % St )

Proven anti-virus technology FJ g BiRHHA

McAfee anti-virus technology blocks a wide range of virus and malicious code threat; it
uses advanced heuristics as well as generic detection to protected against new viruses
and other threats

McAfee; i 8545 A B LE 32 Y0 [ s # A ARG s S5 MR AR L, A
St (0 Ja A R, DA 393 25 R0 At g B 1R 4

Centralized management & #H

Active Virus Defense and ePolicy Orchestrator are integrated for coordinated policy
management, deployment, and detailed graphical reporting from one console; ePolicy
Orchestrator also enforces virus protection compliance

McAfee MlePOKS HEM B B . FB3E FIVEAN B UG AR & R AR R — 42 H 6 ;. ePOILRE SR
I SEAT BRI

Desktop and file server protection FEiAISC 4R 25 {737

McAfee® VirusScan® protects desktops and file servers against viruses and other threats;
it guards system against exploits that target vulnerabilities in Microsoft® applications and
OS services

McAfee R4 HiL i A1 SC 4 1R 5% s A0 B8 A HAth gl s & PRI 2R o il G il 52 6T ook
I FHAR e A5 A 2 8 I 55 U Tl 1 ik

Internet gateway protection ZE4Rg M P SR

By stopping them at the Internet gateway, McAfee” WebShield” keeps viruses and other
Web-based threats out of your network; using integrated content filtering, it also
prevents offensive or inappropriate content from reaching users

McAfee WebShield 1] DAY B A1 32 T-Web (19 )8 BELLE 75 TRk X I 9% 5 B R ) P 2 3L 3
Dhiee AT AR (b Buts BANIE 24 1) P 25 258 H

E-mail server protection HR/4AR %525 L7H"
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Viruses may also enter system through an e-mail server; McAfee” GroupShield”
specifically protects this layer of network with anti-virus support for Microsoft Exchange
servers

I B A ] HE IR AR 55 28 13N R 4t, McAfee GroupShield BH i 7E ¥ £5% )2 X5 1Rk B 44
JIR 55 a5 SR BRI 8 75 S

5.3 - IT Computer Hardware Specifications

5.3.1 INTRODUCTION
This document is intended to set out the operational and technical requirements for a hotel’s
computer hardware.

AR SCRE ) H A2 G T R A (Y 32 AR R

5.3.2 REQUIREMENTS

»  Asite survey is required to determine the full requirements at the hotel. The site survey can
be completed by the hotel’s IT manager, or a reputable system integrator.
56T BN I A AR T BT oK . I R A AT DU TS BB A R R
G B SR S it

» These requirements are stipulated by the application vendors, in order to ensure their system
is certified and is supportable on the hardware.

X LT SR Hy S AL R 1 B, DLORAIEAR AT 2R G845 20\ ] A SCHR R A4

> The Servers, PC’s and laptops are to be one of the following brands to be inline with
standards, and to adhere to the vendors requirements. Hardware from other brands,
non-branded hardware, or hardware with components from mixed brands, are not approved
nor certified by and vendors:
MR 55 2% FIK AN ZE 0 A F IR AR AR v 2 LA W e —, I ELIBEOG AR o 75 oK o oAt it iR
0 it R B AN ] o R A 2 2R B AP S AN A £ R B3E 7 i Bk v AT AR ) o
* Epson
e HP

» Mac computers such as MacBooks/iMac are not permitted for hotel operations use. Hotel has
the option to use MAC computers for the purpose of guest use in business centers and club
lounge.

SR FL I A MacBook MTIMacs AN N VFIB i IS MR AT o 119 )5 AT BALE B 45 H 0o AT B 2 4
Py SR s i 25 2 N

> Generally, the server setup for an hotel will be as follows:
T P R A R S5 2R T
- 2-4 (dependant on number of users) x Servers for the Opera PMS system
2-4550pera PMSHi 558 (GET-H P #E)
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- 1xServer for the Sales & Catering system (not required if Opera S&C is utilized)
16HEESRGURS A (WERIEHOpera B2 E RGA T 20
- 1xServer for the Finance Accounting System
16 W5 KRG RS 4
- 1xServer for the Email system (optional)
16 W R RS & (Alik)
- 1xServer for the Point of Sale system
168 RPOSR GRS 2%
- 1 x Server for Active Directory
16 335 41 ik 55 4%
- 1xServers for the user’s data files
16 FH P 0l SO i 55 4

- Servers for other systems, etc

oA R Gk 55 A5 55

The main applications are to be installed on their own dedicated server. This ensures that if
one server fails, the other applications contributing to the hotel’s operation will not be
affected.

F LR P 2B AEAATE O T RS % b DUORRE G — AN IR S5 as b iy, FoA i
FH AT DA 2 SR 5 138 75 T AN 5250

All servers should run mirror disk imaging and Raid backup.

FITAT (R 55 e . 2438 AT BEAE B 47 O HLAA R AE 8 SR 440

The servers can either be purchased from the manufacturer or from a local distributor.

i 55 s R LA T 2 7 e m g A b B 7 R

For backup purposes, a tape drive should to be utilised, with Symantec Backup Exec as the
backup software. Tape backups are to be performed on all systems daily, rotated weekly and
monthly, with rotated tapes stored offsite or in a fireproof, secure safe.

NT &, N R RSN 2%,  JF H A Symantec Backup ExeclE N & BE. FTA IR
Gri KA TR BEAT WA A, Who R R BB R R0 . RO ARG A Al A T A R
B KB TT, DR IR 22 4

Server Image backups can be done by using software like Acronis Truelmage software or
alike.

55 2R BB A& P LA T 3R R 4, 1” Acronis Truelmage” %%

Due to the cost of laptops over desktops, it is recommended only senior management and
staff who are required to travel frequently (sales staff) should be provided laptops.

Bl A R A A R T &AL, Frol it A s PCE A M 2 2R 5 T
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>

g 1 1D A B ILAS B .

Printers should be a Hewlett Packard model. Printers should be TCP/IP networked where
possible so as to reduce the number of printers required.

FTEPHLN S HHPS R . fEVTRERITE LR T, FTEINL 2418 I TCP/IPIE I LA Jsk b By 75 11
FTEIMLE = .

Computer software should not be installed without a license. This includes beta, test or trial
installations. The hotel is required to perform an audit of its computer software licenses at
least every 6 months to ensure that the correct number of licenses have been purchased to
cover the installations of the product on the workstations.

ANRE LBV OB R, B G AN SO0 1t 1) 22 3 o T A A RRe AN H AT H
THEAVRAE VR RTIE R vE, DA R OO0 S 1R TR A VF P IE 20 n] DU 25 78 T AR sl FU i b
224

5.4 — Email Address Requests

5.4.1 OBJECTIVE:
To apply email address for hotel authorized users.

DBATH 7 H R HL A
5.4.2 RELATED PROCEDURES:

1.

Any authorized user should request a hotel email address with the approval of relevant
department head.

FITA B4 ASFH P 0 80 24 5 A N 1) 48 B HE J5 FR O — AN FEL T BB b

Any authorized user should fill up the User Rights Form in order for the user to gain a hotel
email address.

BB S P B R R A S 7 Rt

IT department should review the requested email address with approval of the user
department head.

IT AR IR A T R Uk F S 2 S 2 - T T B e

IT department will configure the staff computer to function accordingly to the BRHH Email
Configuration.

IT 57 TR 2 BRHHHI T B 5 92 B0 B 53 1 10 F e AT £

Any password RESET should be done by the user. In any case needed, user should inform the
IT department for a password reset and should have to wait 3 to 4 hours before the affectivity
time of the new password.

AR ERNIZA I H O WERTER D, AT OE AT T RS B A E i, Jf
AR 3B AAN /NI B A0 o
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5.5 - Point of Sales Item

5.5.1 OBJECTIVE:

To practice a smooth and secured flow of procedure on changing, adding and editing of items with

our Point of Sales System.

AL AN AT AT SE R AL PR A R B i . M N =l S 4R POS R LTI H

5.5.2 RELATED PROCEDURES:

1. Any additions, changes of items and item prices are to be known from outlets. An outlet
manager will be raising the POS Item List/Change form indicating all the items, item prices,
promos, discounts and has to be submitted to the F&B Director for approval.

ARSI PA K I H fie ks B 0 sl A2 eof R & gl s 3 o B A S SZ POS R 4t
H i SRS R I A AT E - ITE ks DU 30, JF s o st .

2. Once approved by the F&B Director, the form should be forwarded to the cost controller for
approval on the costing of each item.

BB MRHEAE S, R A B A2 i A S HEAE AN 30T A A

3. Cost controller then should immediately forward the approved costing (change in price, new
items) to IT department for coding in the POS server. Please take note that the effectively date
for all requests should be 5 days before the exact effectively date of the items in the POS to
give ample time to IT department to program the items, keys, scripts and configurations.
FSCASZ ) SR 5 R HE S5 I RRAS (A8 384 L I H 55D 322 431 TR 11 AEPOSHR 55 4% AN
TEE AR H SEBRAE R H IS R T IEIE R AZZITER], DUEITHR T4 2 08 1 B[R] R AS 2
H. f2hd. AN E.

4. Once all the items are in place in the POS system, IT department should be contacting the
outlet to see and check the items and prices in their POS workstations installed in their
respective outlets.

LA I H #AEPOS RGN W B SE UG, ITHEET IR IR R BN B B AR & 000 H A £E
Hpos LAY IERITRE .

5. Once all the items are checked and approved by the outlet manager, the POS Item List/Change
form now will be forwarded back to the cost controller for the signature of the Director of
Finance and then to the General Manager.

METAIE RE S EER A A G, POSITI H I B /& SR K 15 Rl 45 A TR 1], A
PR UG AT 45 0 55 S I AS 2 B RS

6. The cost controller then will be filing the POS Item List/Change form for future reference.

A POS Tl H i B /B URAF I LMES R B WS4 .
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